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PREFACE

Purpose This manual gives specific information on how to operate and use the management
functions of the 700/7000 Managed Industrial Ethernet Switch.

Audience The manual is intended for use by network users who are responsible for operating
and maintaining network equipment; consequently, it assumes a basic working
knowledge of general switch functions, the Internet Protocol (IP), and Simple Network
Management Protocol (SNMP).

Trademark Red Lion Controls acknowledges and recognizes ownership of the following
Acknowledgments trademarked terms used in this document.

+ Ethernet™ is a registered trademark of Xerox Corporation
+ EtherNet/IP™and CIP™ are registered trademarks of ODVA

All other company and product names are trademarks of their respective owners.

Conventions The following conventions are used throughout this manual to show information:

@ Note: Emphasizes important information or calls your attention to related
features or instructions.

A Caution: Alerts you to a potential hazard that could cause loss of data, or dam-
age the system or equipment.

A Warning: Alerts you to a potential hazard that could cause personal injury.

FCC Statement This product complies with Part 15 of the FCC-A Rules.Operation is subject to the
following conditions:

* This device may not cause harmful Interference

» This device must accept any interference received, including interference that
may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful
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interference in a residential installation. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio
communications. Operation of this device in a residential area is likely to
cause harmful interference in which case the user will be required to
correct the interference at his/her own expense.

Industry Canada This Class A digital apparatus meets all requirements of the Canadian Interference
Causing Equipment Regulations. Operation is subject to the following two conditions;
(1) this device digital apparatus meets all requirements of the Canadian Interference
Causing Equipment Regulations. Operation is subject to the following two conditions;
(1) this device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation.

Cet appareillage numérique de la classe A répond a toutes les exigences de
l'interférence canadienne causant des réglements d'équipement. L'opération est
sujette aux deux conditions suivantes: (1) ce dispositif peut ne pas causer
l'interférence nocive, et (2) ce dispositif doit accepter n'importe quelle interférence
regue, y compris l'interférence qui peut causer l'opération peu désirée

Related Publications The publication details the features of the 700/7000 Managed Industrial Ethernet
and Document Switch, including the performance-related characteristics, and how to operate the

Updates switch.

This document is revised only at major releases and therefore, may not always
contain the latest product information. As needed, Tech Notes and or other product
documentation can be provided between major releases to describe any new
information or document changes.

Also, as part of the 700/7000 Managed Industrial Ethernet Switch software, there is an
online web-based help that describes all management related features.

The latest online version of this document and all product updates can be accessed at
the Red Lion’s N-Tron Series Support Knowledge Base page on the Red Lion web site
at: www.redlion.net.

Red Lion appreciates all comments that will help us to improve our documentation
quality. The user can submit comments through the Red Lion Customer Service.
Simply email us at support@redlion.net.
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Revision History The following information lists the release history of this document.

Issue / Revision Date Content Description

January 2019 This manual is valid for software release v3.9.1.
First document release with software content integrated from 700
Models Managed Industrial Ethernet Switch User Manuals &
Installation Guides and 7000 Models Managed Industrial Ethernet
Switch User Manuals & Installation Guides.

Disclaimer Portions of this document are intended solely as an outline of methodologies to be
followed during the maintenance and operation of N-Tron® Series 700/7000 Managed
Industrial Ethernet Switch equipment. It is not intended as a step-by-step guide or a
complete set of all procedures necessary and sufficient to complete all operations.

While every effort has been made to ensure that this document is complete and
accurate at the time of release, the information that it contains is subject to change.
Red Lion is not responsible for any additions to or alterations of the original document.
Industrial networks vary widely in their configurations, topologies, and traffic
conditions. This document is intended as a general guide only. It has not been tested
for all possible applications, and it may not be complete or accurate for some
situations.
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GETTING STARTED

This section provides an overview of the N-Tron® Series 700/7000 Managed
Industrial Ethernet Switch, and introduces some basic concepts about network
switches. It also describes the basic settings required to access the web management
interface.
This section includes these chapters:

"Introduction & Overview" on page 3

"Web Software Configuration" on page 15
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CHAPTER 1

INTRODUCTION & OVERVIEW

This chapter provides an overview of features for the switch. It includes a
management agent that allows you to configure the features listed in this manual. The
default configuration can be used for most of the features provided by this 700/7000
managed industrial Ethernet switch. However, there are many options that you should
configure to maximize the 700/7000 managed industrial Ethernet switch performance
for your particular network environment.

MODE OF OPERATION OVERVIEW

HALF DUPLEX

FuLL DUPLEX

AUTO NEGOTIATION

Each port on the switch can be configured into different modes of operation as shown
in Table 1.

Table 1: Port Operating Modes

Copper Ports 100Base Fiber Ports  1000Base Copper/Fiber Ports
700/7000 Models 7000 Models
Half Duplex Full Duplex Full Duplex
Full Duplex
Auto Negotiation

In half duplex mode, the CSMA/CD media access method is the means by which two
or more devices share a common transmission medium. To transmit, a station waits
(defers) for a quiet period on the medium (that is, no other station is transmitting) and
then sends the intended message in bit-serial form. If, after initiating a transmission,
the message collides with that of another station, then each transmitting station
intentionally transmits for an additional predefined period to ensure propagation of the
collision throughout the system. The station remains silent for a random amount of
time (back-off) before attempting to transmit again.

Full duplex operation allows simultaneous communication between a pair of devices
using point-to-point media (dedicated channel). Full duplex operation does not require
that transmitters defer, nor do they monitor or react to receive activity, as there is no
contention for a shared medium in this mode.

In Auto Negotiation mode, the port / hardware detects the mode of operation of the
station that is connected to this port and sets its mode to match the mode of the
station.
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ADVANCED FEATURES OVERVIEW

PORT MIRRORING

PORT TRUNKING

QUALITY OF SERVICE

DHCP

DHCP CLIENT

The switch provides a wide range of advanced performance enhancing features.
Some of the management features are briefly described in the following paragraphs.

The switch can unobtrusively mirror traffic from any port to a dedicated destination
port. You can then attach a protocol analyzer or RMON probe to this port to perform
traffic analysis and verify connection integrity.

Ports can be combined into an aggregate connection called a trunk which acts as a
single link between two switches. The additional ports dramatically increase the
throughput across any connection, and provide redundancy by taking over the load if
a port in the trunk should fail.

Quality of service (QoS) refers to resource reservation control mechanisms. Quality of
service provides the ability to assign different priorities to different applications, users,
or data flows. Quality of service guarantees are important if the network capacity is
insufficient, especially for real-time streaming multimedia applications such as voice
over IP, online games and IP-TV, since these often require fixed bit rates and are
delay sensitive, and in networks where the capacity is a limited resource, for example
in cellular data communication. In the absence of network congestion, QoS
mechanisms are not required. In the presence of heavy network traffic, low priority
frames may be discarded as they pass through a congested switch.

These QOS methods may be available depending on the switch model:

1. Force High Priority (Port Based),
2. |EEE802.1p (Tagged QOS), or
3. DSCP (differentiated services code points) (RFC 2474).

To assign a high priority to all frames received on a port, enable Force High Priority
and set the port’s default Port Priority to 7.

The Dynamic Host Configuration Protocol (DHCP) provides configuration parameters
to Internet hosts. DHCP is built on a client-server model, where designated DHCP
server’s allocate network addresses and deliver configuration parameters to
dynamically configured hosts. DHCP is specified by RFC 2131. The switch can be
configured to be a DHCP client. 700/700 switches can be configured to be a DHCP
server, a DHCP relay agent, or both. Refer to DHCP on page 26 in Chapter 2 for
configuration information.

The switch will automatically obtain an IP assignment from a DHCP server, or
optionally fallback to a configured IP assignment if unable to get an IP assignment
from a DHCP server. Communication between the client and server can optionally go
through a DHCP relay agent.
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DHCP ReLAY AGENT A DHCP Relay Agent (Option 82) enables communication between DHCP clients and
servers to cross subnet and VLAN boundaries. It also allows for a device on a specific
port to receive a specific IP address and if the device is replaced, the replacement
receives the same IP address as the original device.

DHCP SERVER The DHCP Server allows DHCP clients to automatically obtain an IP assignment from
the server. IP assignments can be set up as a dynamic range of IP addresses
available to any client device; or specific IP addresses based on the clients MAC
address, Client ID (Option 61), or Relay Agent connection (Option 82).

VIRTUAL LAN The switch supports Virtual Local Area Networks (VLAN). By segmenting your
network into VLANS, you can:

+ Eliminate broadcast storms which severely degrade performance in a flat
network.

+  Simplify network management for node changes/moves by remotely
configuring VLAN membership for any port, rather than having to physically
change the network connection.

» Provide data security by restricting all traffic to the originating VLAN, except
where a connection is explicitly defined via the switch's routing service.

» Use private VLANS to restrict traffic to pass only between data ports and the
uplink ports, thereby isolating adjacent ports within the same VLAN, and
allowing you to limit the total number of VLANSs that need to be configured.

» Use protocol VLANS to restrict traffic to specified interfaces based on protocol
type.

The switch provides support for setting up tagged VLANs. A port may belong to any
number of VLANs. The VLAN membership of a device connected to a port is
determined by the VLAN(s) that have been defined for the port to which the device is
connected. If a device should move from one port to another, it loses its current VLAN
membership and inherits that of the new port it is connected to.

VLAN:Ss facilitate easy administration of logical groups of devices that can
communicate as if they were on the same LAN. Traffic between VLANSs is
restricted, unless the ports are explicitly configured to be in overlapping
VLANSs. Switches forward unicast, multicast, and broadcast traffic only on LAN
segments that service the VLAN to which the traffic belongs.

A Default Virtual LAN (VID=1) exists to which a port, which is not a member of any

other Virtual LAN, will belong. By default, all ports belong to only the default VLAN.

This allows the switch to operate as a ‘normal’ switch when added into a network of
other switches that are also using default VLAN settings.

If switch ports are configured to transmit and receive untagged frames, end devices
are able to communicate throughout the LAN. Using Tagged VLANSs, the switch has
the ability to take non-tagged packets in some ports, add a VLAN tag to the packet
and send it out tagged ports on the switch. The VLANs can also be configured to
accept tagged packets in tagged ports, strip the tags off the packets, and send the
packets back out other untagged ports. This allows a network user to set up the switch
to support devices on the network that do not support VLAN Tagged packets. The
user can also set up the ports to discard any packets that are tagged or to discard any

J ®
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RAPID SPANNING TREE
PrOTOCOL

SNMP TrRAPS

packets that are untagged based on a hybrid VLAN of both tagged and untagged
ports, and using the VLAN Ingress Filter on the switch.

For each switch port there is one and only one PVID (port VLAN ID) setting. If an
incoming frame is untagged and untagged frames are being accepted, then that frame
will inherit the tag of the PVID value for that port. Subsequent switch routing and
treatment will be in accordance with that VLAN switch map. By configuring PVIDs
properly and configuring for all frames to exit untagged, the switch can achieve a ‘port
VLAN’ configuration in which all frames in and out can be untagged, thus not requiring
external devices to be VLAN cognizant.

To understand how a VLAN configuration will perform, first look at the port on which
the frame enters the switch, then the VLAN ID (if the frame is tagged) or the PVID (if
the frame is untagged). The VLAN defined by the VID or PVID defines a VLAN group
with a membership of ports. This membership determines whether a port is included
or excluded as to frame egress from the switch.

The 700 models of the switch also have the ability to allow overlapping VLANSs.
Overlapping VLANS give the user the ability to have one or more ports share two or
more VLAN groups. For more information and examples on how this could be
implemented, please see the ‘'VLAN Configuration Examples’ in this document, and/or
our websites’ technical documents.

Note: RSTP on overlapping VLANS is not supported and the system will auto-
matically disable RSTP on all but the lowest VID VLANSs that have overlap-
ping ports.

The Rapid Spanning Tree Protocol as specified in IEEE 802.1D-2004 is supported.
One Spanning Tree per non-overlapping VLAN is supported. The Rapid Spanning
Tree Protocol (RSTP) supersedes the Spanning Tree Protocol (STP) which was
described in IEEE 802.1D-1998.

RSTP dynamically reconfigures bridge (switch) ports in a network of arbitrarily
connected bridges. This network may include redundant connections. Some ports are
reconfigured to forward traffic and others to block traffic. RSTP builds a loop-free
network (a spanning tree) from the forwarding ports thus preventing network storms.
RSTP also provides redundancy by dynamically reconfigures ports as connections or
bridges fail or are added to the network.

RSTP allows for much quicker learning of network topology changes than the older
STP. RSTP supports new and improved features such as rapid transition to
forwarding state. RSTP also sends out new BPDUs every hello time instead of just
relaying them. RSTP inter-operates with older STP switches by falling back to the
older STP when the older BPDUs are detected on bridge ports. The user can also
manually configure bridge ports to use the older STP when desired.

The switch supports up to 5 SNMP Trap devices to which SNMP Traps will be sent.
The switch supports five standard traps; Link Up, Authentication Error, Link Down,
Cold Start and Warm Start. SNMP Traps will be sent to all the devices configured on
the switch (when the corresponding trap is enabled) if an authentication error occurs,
a port Link goes up or down, when the switch first powers up and when the switch is
reset.
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IGMP SNOOPING

N-RING

N-LINK

IGMP Snooping is enabled by default, and the switch is Plug and Play for IGMP.
IGMP snooping provides intelligent network support for multicast applications. In
particular, unneeded traffic is reduced. IGMP Snooping is configured via the web
console and if enabled, operates dynamically upon each power up. Also, there can be
manual only or manual and dynamic operation.

Note: “static multicast group address” can be used whether IGMP Snooping is
enabled or not.

IGMP Snooping will function dynamically without user intervention. If some of the
devices in the LAN do not understand IGMP, then manual settings are provided to
accommodate them. The Internet Group Management Protocol (IGMP) is a protocol
that provides a way for a computer to report its multicast group membership to
adjacent ‘routers’. In this case N-Tron 700 Series switches provide router-like
functionality. Multicasting allows one computer to send content to multiple other
computers that have identified themselves as interested in receiving the originating
computer's content. Multicasting can be used to transmit only to an audience that has
joined (and not left) a multicast group membership. IGMP version 2 is formally
described in the Internet Engineering Task Force (IETF) Request for Comments
(RFC) 2236. IGMP version 1 is formally described in the Internet Engineering Task
Force (IETF) Request for Comments (RFC) 1112. The 700 Series supports v1 and v2.

Red Lion’s proprietary N-Ring technology offers expanded ring topology size, detailed
fault diagnostics, and a standard healing time of 30ms.

N-Ring™ is enabled by default, and the switch is Plug and Play for N-Ring except that
initially a switch must be configured as the N-Ring Manager for a given N-Ring.
Subsequently, N-Ring operates dynamically upon each power up. The N-Ring
Manager periodically checks the health of the N-Ring via health check packets. If the
N-Ring Manager stops receiving the health check packets, it times out and converts
the N-Ring to a backbone within 30ms. When using all N-Ring enabled switches in the
ring, a detailed ring map and fault location chart is also provided on the N-Ring
Manager’s web browser. N-Ring status is also sent from the N-Ring Manager to the
N-View™ OPC Server to identify the health status of the ring. Up to 250 N-Ring
enabled switches can participate in one N-Ring topology. Switches that do not have
N-Ring capability may be used in an N-Ring, however the ring map and fault location
chart cannot be as detailed at these locations.

Red Lion’s proprietary N-Link technology provides redundant coupling of an N-Ring
topology to one or more other topologies, usually other N-Rings.

Each N-Link configuration requires 4 switches: N-Link Master, N-Link Slave, N-Link
Primary Coupler, and N-Link Standby Coupler. N-Link will monitor the link status of
the Primary and Standby Coupler links. While the Primary Coupler link is healthy, it
will forward network traffic between topologies and the Standby Coupler link will block
network traffic. When a problem is detected on the Primary Coupler link, the Primary
Coupler link will block network traffic and the Standby Coupler link will forward
network traffic between topologies. While the N-Link Master and Slave are in
communication via the Control link, only one Coupler link (Primary or Standby) will
forward network traffic while the other Coupler link will block network traffic.
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CIP The CIP™ (Common Industrial Protocol) feature allows N-Tron switches to directly

LLDP

PORT SECURITY - MAC
ADDRESS BASED

provide switch information and configuration access to Programmable Logic
Controller (PLC) and Human Machine Interface (HMI) applications via a standardized
communication protocol. For example, a PLC may be programmed to monitor port
links or N-Ring status and cause a status indicator to turn red on an HMI if a port goes
link down or if N-Ring has a fault. CIP is formally described in ODVA Publication
Number PUB00001 (Volume 1: Common Industrial Protocol (CIP™)), and Publication
Number: PUB00002 (Volume 2: Ethernet/IP Adaptation of CIP). N-Tron provides EDS
and ICO files. N-TRON_CIP_Tags.pdf is for a particular environment, but reveals the
tags available.

Link Layer Discovery Protocol (LLDP) is a Layer 2 discovery protocol that allows
devices attached to an IEEE802 LAN to advertise to other devices the major
capabilities they have and to store information they discover in a MIB that can be
accessed through SNMP. LLDP is formally described in IEEE Standard - 802.1AB.

The Port Security feature restricts access to a network by only permitting traffic from
devices with authorized MAC addresses. Authorized MAC addresses can be
dynamically learned or manually entered.

Dynamically learned MAC addresses are those that the switch detects on any port
while in ‘Learning’ mode. A manually entered MAC address must designate the ports
that the address is authorized on. Traffic from a non-authorized MAC address will be
discarded and the MAC address will be shown on the intruder log.

red I’9n®
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System Defaults

SYSTEM DEFAULTS

The switch’s basic system defaults are provided in the table below To reset the switch
to the default settings, refer to the section on Configuration on page 103.

Function Parameter Default
Console Port Baud Rate 115200 bps (not
Connection configurable)
Data bits 8 (not configurable)
Stop bits 1 (not configurable)
Parity none (not configurable)
System IP Configuration Static
Configuration
IP Address 192.168.1.201
Subnet Mask 255.255.255.0
Gateway 192.168.1.1
Name N-TRON Switch xx:xx:xx
(where xx:xx:xx is the last
three octets of the MAC
Address)
Contact N-TRON Admin
Location Mobile, AL
SNMP Status Enabled
Configuration
Read-Only Community Name “public”
Read-Write Community Name “private”
Trap Community Name “public”
V3 Username “initial”
V3 Privacy Password “privpass”
V3 Authentication Password “authpass”
V3 Authentication Protocol MD5

Trap Version

1

IP Address - Trap Stations 1-5

<not configured>

Send Trap Notification Power Supply No
Cold Start Yes
Authentication Yes
Warm Start Yes
Link Status Yes
N-Tron® Series700/7000 Managed Industrial Ethernet Switch 1-9

Software Manual

red I’Qn@



Introduction & Overview Revised 2019-01-23

System Defaults Drawing No. LP0985-A

Function Parameter Default
Fault Contact Operation (Meaning) Close on Fault
Configuration
Signal Power V4 Disabled
Power V, Disabled
N-Link Fault Enabled
Port Usage Fault Enabled
N-Ring Broken Enabled
N-Ring Partial Break (Low) Enabled
N-Ring Partial Break (High) Enabled
N-Ring Multiple Managers Enabled
Slots N-Tron 7900 Only Slot A 9006TX
Configuration
Slot B 9006TX
Slot C 9006TX
Slot D 9006TX
DHCP Server Status Disabled
Configuration
Allow Broadcast Enabled
Delay Broadcast 500 (milliseconds)
ID <Defaults to the switch
name>
Network Profile Domain Name | localdomain.com
Network Profile Lease Time 28 Days
Relay Agent & Local IP Relay Status Disabled
Remote ID Type IP Address
Server 1-4 IP None
Port Relay Status Disabled <All ports>
LLDP Mode Disabled
Configuration
Transmit Interval 30 (seconds)
Transmit Hold Multiplier 4
Re-Initialization Delay 2 (seconds)
Notification Interval 5 (seconds)
Port Transmit Yes <All ports>
Receive Yes <All ports>
Allow Management Data Yes <All ports>
Allow Notification No <All ports>

Software Manual
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Function

Ports
Configuration

Parameter

Admin Status

Introduction & Overview

System Defaults

Default
Enabled

Speed and Duplex

10/100Mb Copper Ports

Auto-Negotiate

100Mb Fiber Ports 100/Full
GigaBit (Copper or Fiber) 1000/Full
Ports*
Auto for 7506GX2 Port
GB2
Cross Over 10/100Mb Copper Ports Auto
100Mb Fiber Ports No (not configurable)
GigaBit (Copper or Fiber) Ports | Auto
Flow Control Disabled
PVID 1
Usage Alarm Low 0 (%)
Usage Alarm High 100 (%)
MAC Learning | Current Mode Learning
Configuration
Port Secured No <All ports>
Port Mirroring Mirror Status Disabled
Configuration
Destination Port <First port>
Mirrored Data Only Disabled
Source Ports - Tx None
Source Ports - Rx None
Port Trunking Trunk Status Disabled
Trunk Ports FX1-FX2 If present
T3-T4 N-Tron 7506GX2
A3-Ad N-Tron 7900
<Last two copper ports> All other models
QOS Include DSCP Enabled <All ports>
Configuration

Include 802.1p

Enabled <All ports>

Force High Priority

Disabled <All ports>

Port Priority

1 <All ports>

N-Tron® Series700/7000 Managed Industrial Ethernet Switch
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Function Parameter Default
VLAN Replace VID Tag with Default Port VID No
Configuration
Perform Ingress Filtering No
Discard Non-Tagged for Ports None
Remove Ports from Default VLAN When Added to Other VLANS | Yes
VLAN Groups VLAN ID 1
VLAN Name Default VLAN
Group Members <All ports>
Untag on Egress <All ports>
Allow Mgmt Yes
Bridging Aging Time 20 (seconds)
Configuration
Active IP Probe Status Disabled
RSTP Bridge Status Fast (RSTP enabled)
Configuration
Hello Time 1 (second)
Forward Delay 13 (seconds)
Max Age 16 (seconds)
Priority 32768
VLAN 1
IGMP IGMP Status Enabled
Configuration
Query Mode Auto
Router Mode Auto
Remove Unused Groups Enabled
Manual Router Ports None <No ports selected>
RFilter Enabled <All ports>
N-View N-View Status Enabled
Configuration
N-View Internal 5 (seconds)
Ports Multicast On Port? Yes <All ports>
Send MIB Stats? Yes <All ports>

red I’eﬁ
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Function

N-Ring
Configuration

System Defaults

Parameter Default
N-Ring Mode Auto Member
Aging Time 20 (seconds)

N-Ring Port Pairs

Fixed Port Models

Port Pair 1

First two ports

Port Pair 2

If they exist, first two fiber
ports

If no fiber ports exist, then
in order of precedence:

1. Last two 10/100/1000
Mb copper ports. if they
exist or

2. Last two 10/100 Mb
copper ports

Port Pair 3

If they exist, first two SFP
Gigabit ports

Modular Models

Port Pair | First two ports on each
per Module | model
Auto Member Mode N-Ring Ports Auto detect N-Ring ports
based on port pairs
VLAND ID Auto detect
Tagging Auto detect
Advanced Keep-Alive 31 (seconds)
Timeout
Manager Mode N-Ring Ports <First available port pair
per model by priority:
Priority 1: Gigabit,
Priority 2: Fiber,
Priority 3: Copper
VLAN ID 3333
Tagging Tagged
Advanced Self Health 10 (milliseconds)
Packet
Interval
Maximum 2
Missed
Packets
Sign-On 1000 (milliseconds)
Delay
Sign-On 3
Match
Packets
Sign-On 3000 (milliseconds)
Interval
Sign-On Info 5 (milliseconds)
Spacing
Multiplier

N-Tron® Series700/7000 Managed Industrial Ethernet Switch
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Function Parameter Default

Sign-On Info 1500 (milliseconds
Retry Timeout

Delay Before | 3000 (milliseconds)
Re-entering
Broken State

N-Link N-Link Mode Auto Configure
Configuration
Auto Configure Mode Default <Fourth port> | E.g., TX4/P4
Coupler Port
Master Mode Control Port <Third port> E.g., TX3/P3
Primary <Fourth port> | E.g., TX4/P4
Coupler Port

Partner Port Auto detect

Slave Mode Control Port Auto detect
Primary <Fourth port> | E.g., TX4/P4
Coupler Port
Partner Port Auto detect
CIP CIP Status Enabled
Configuration
Minimum Multicast RPI (RpiClass1) 300 (milliseconds)
Minimum Unicast RPI (RpiClass3) 300 (milliseconds)
Rate Limiting Broadcast Pass Rate 3% 100 Mb ports
Configuration
1% 1000 Mb (1 GB) ports
Multicast Pass Rate 100% <All ports>
User Administrator User Name admin
Configuration
Password admin
Access Level Admin

* Gigabit SFPs support 1000 Mb speed only. Copper SFPs will auto-negotiate per the IEEE specification but they
will only advertise 1000 Mb with full duplex.
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Web Software Configuration
Accessing the Web Software Interface

CHAPTER 2 WEB SOFTWARE CONFIGURATION

This chapter includes information on connecting to the switch and basic configuration
procedures.

ACCESSING THE WEB SOFTWARE INTERFACE

Launch a web browser and enter the IP address of the switch into the address bar.

r

The following login screen will appear:

2 http://192.168.1.201/main.ssi P~C ||

£ 192.168.1.201 Login - Windows Internet Explorer

(=]
@.\.:/.v 2] htip://192,168.1.201 /login.ssi ¥ [#2)]% oo
w o I@lgzlﬁa.l.ZDlLogin lil

& (5] m v rPage v ) Tooks v ”

N-Tron 708TX

UserName ]
S

Done

[& € Internet

H100% -

For the User Name, enter: admin (all lowercase).

For the password, enter: admin (all lowercase).

@ Note: For security purposes, it is recommended that the default password be

changed according to your internal policies. Login credentials can be
changed on the User Management page.

Upon successfully logging in, depending on the switch model used, a screen similar to
the one below will appear:

N-Tron® Series 700/7000 Managed Industrial Ethernet Switch
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Q |N http://192.168.1.201/main.ssi P~ || N 1921681.201 N-TRON Swit... |

Bl @Administration

B @DHCP

i Product Information
B- @Ports

- @ Statistics

B @VLAN Name | ¥-TRON TO12FX2

B @Bridging Version | 3.01

5 @RSTP Software Version | 3.0.

g' :LG\“:_p Build Date | Mar 14 2016 at 12.22:02

1 -Wiaw

B @N-Ring Boot Loader | BL 2.0.6.0

g: :g;'p’"k Copyright | © 2016 Red Lion Controls, Inc.
Bl @Firmware/Config URL | hitp:tfwww redlion net

Bl @Support
Bl @Rate Limiting
i~ @User Management

i Logical Viaw

i WHome

i~ @Config

i~ @Help

- @lLogout

© 2016 Red Lion Contrals, Inc.

All rights reserved.

http:{fwww.redlion.net

Logged in as: admin

WEB MANAGEMENT When the user first logs onto a 700/7000 model switch the default home page is
INTERFACE HomEe displayed. On the left hand side of the screen there is a list of configurable settings. In
the center of the main home page the user can see some basic information like what
firmware revision the switch is running. The firmware can be upgraded using TFTP.

WEB MANAGEMENT The web management interface structure (shown on the web management interface
INTERFACE MENU home page left side) in its fully expanded view of the configurable features is shown

STRUCTURE Pelow. The pages opened by each individual selection are described in the rest of this
section. In most of the descriptions, only the selected configurable feature is shown.
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File Edit View Favorites

i~ @Setup Profiles
-~ @Setup IP Maps
— @View Bindings
- @Relay & Local IP
— @Setup

i @Statistics
@ Configuration
@MAC Sacurity
i~ @L=arning
i~ @Authorization List
- @Intruder Log
@ Mirroring
@Trunking
i @00s
El- @Statistics
i - @Ports Statistics

i — @Ports Utilization
E- @WLAN

i @Configuration
El- @Bridging

i i~ @Aging Time

i @Show MAC By Port
El- @RSTP

i~ @Configuration

E- @IGME

i i~ @Configuration
@Show Groups

@ Show Routers

i @RFilter Ports

El- @M-View

i @ Configuration

i - @ Ports

E- @N-Ring

| E- @Configuration

i @Mode

— @Advanced

. @Status

E- @N-Link

i~ @Configuration

i - @Status

E- @CIp

i - @Configuration
i @Status

El- @Firmware/Config
[ @TFTP

El- @Support

i @Web Site

i @E-mail

El- @Rate Limiting

- @Logical View
— @Home

i~ @Config

i~ @Help

— @Logout

£ 2016 Red Lion Controls.
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ADMINISTRATION

ADMINISTRATION > SYSTEM The System tab under the Administration category, lists various information about the
switch:

When the IP Configuration is in either DHCP or Static Mode:
IP Configuration

Method used to obtain an IP Address, Subnet Mask and Gateway Address
IP Address

Contains the current IP Address of the switch.
Subnet Mask

Contains the current Subnet Mask of the switch.
Gateway

Contains the current Gateway of the switch.
MAC Address

MAC Address of the switch.

System Up Time
This parameter represents the total time that has elapsed since the switch
was turned ON or RESET.

Name

The name assigned to the switch, which can have alphanumeric and special
characters '#',' ', '-', and ":'. This name may be used as the DHCP client ID.
Contact
The person to contact for system issues, which should be someone within
your organization.
Location

The physical location of the switch.
Temperature*

The temperature measured by the on board temperature sensor of the switch.
Upper Threshold*

The upper temperature threshold setting of the switch. A temperature
measured above this value will cause a fault.

Lower Threshold*

The lower temperature threshold setting of the switch. A temperature
measured below this value will cause a fault.

* The following models have an on board temperature sensor and display values on the System
Configuration View screen: 7010TX, 7012FX2, 7026TX, 709FX, 710FX2, 711FX3, 712FX4,
714FX6, 7506GX2, and 7900CPU.

Software Manual
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Web Software Configuration
Administration

System Configuration View

IP Configuration

Static

IP Address

192.168.1.201

Subnet Mask

255.255.255.0

Gateway

192.168.1.1

MAC Address

00:07:af-ef:78:e0

System Up Time

0 days, 0 hours, 11 mins, 33 secs

Name

N-TR.ON Switch ef:78:e0

Contact

N-TR.ON Admin

Location | Mobile, AT 36602

Temperature | 12°C, 53°F

Upper Threshold | 100°C, 212°F

Lower Threshold | -60°C, -7T6°F

| Modify || Refresh |

When the IP Configuration is in DHCP Mode the following information is added:

Client ID
Option used by DHCP clients to specify their unique identifier. The identifier
may be the MAC address, switch name, or entered as a text string or hex
characters.

Fallback IP Address
Contains the configured Fallback IP Address of the switch.

Fallback Subnet Mask
Contains the configured Fallback Subnet Mask of the switch.

Fallback Gateway
Contains the configured Fallback Gateway of the switch.

System Configuration

IP Configuration

00:07:af:ef:78:e0

Client ID

Fallback IP Address ([192 168.1 201 |

Fallback Subnet Mask |[755 255 255 0 |

Fallback Gateway [[192 165 1 1 |

Name

[N-TRON Switch ef 78:¢|

Contact |[N-TRON Admin |

Location |[\obile, AL 36609 |

[100_Jee
[s0_Je

| Update || Cancel |

Upper Threshold

Lower Threshold

N-Tron® Series 700/7000 Managed Industrial Ethernet Switch 2-19
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By selecting Modify, you will be able to change the switch’s IP Configuration, Client
ID, IP Address, Subnet Mask, Gateway, Name, Contact information, and the Location
of the switch through the web management interface features, depending on the IP
Configuration. It is recommended to change the TCP/IP information through the
Command Line Interface (CLI) initially, but it defaults to the following:

IP Configuration — Static

IP Address — 192.168.1.201
Subnet Mask — 255.255.255.0
Gateway — 192.168.1.1

System Configuration

IP Configuration

IP Address |[192 163.1.201 |

Submet Mask | (555 755 255 0 |

Gateway |(192 16511 |

Name [N-TRON Switch ef-78:e]

Contact |[N-TRON Admin |

Location |[Mobile, AL 36609 |

Upper Threshold °C
Lower Threshold °C

| Update || Cancel |

If the IP Configuration mode is set to DHCP and the Fallback IP address is changed
from the default IP address, then the switch will use the Fallback addresses if the IP
configuration isn’t received from a DHCP server in 2 minutes after initial boot. If
Fallback address is used, DHCP client will stop sending requests. If the IP
Configuration is received from a DHCP server, it will never Fallback, even if the lease

is lost.

System Configuration

IP Configuration ||DHCP W
ClientID || MAC Address v

00:07:af:ef: 78:e0

Fallback IP Address |[192 168 1201 |

Fallback Subnet Mask (255 255 255 0 |

Fallback Gateway |[192 165 11 |

Name (|N-TRON Switch ef 78:e|

Contact |[N-TRON Admin |

Location |[Mobile, AL 36609 |

Upper Threshold Ll
Lower Threshold Ll
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ADMINISTRATION > SNMP The SNMP tab under the Administration category shows a list of IP Addresses that act
as SNMP Traps. The Read-Only, Read-Write, and Trap Community Names are also
shown here.

Management Station Configuration View

SNMP Status | Enabled

Trap Version

IP Address - Trap Sm.#1 | Value Not Configured

IP Address - Trap Sm.#2 | Value Not Configured

IP Address - Trap Sm.#3 | Value Not Configured

IP Address - Trap Sm.#4 | Value Not Configured

IP Address - Trap Sm.#5 | Value Not Configured

Read-Only Community Name | public

Read-Write Community Name | private

Trap Community Name | public

Power Supply No
Cold Start Yes
Aupthentication Yes
Warm Start Yes
Link Status Yes

By selecting Modify, you will be able to change any of the fields listed. This allows the
user to set an IP address for a Trap station or change the Community Names. If the
SNMP Notification Trap is enabled, systems that are listed as a Trap station will be

J ®
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sent the corresponding notification trap. To restore a Trap to “Value Not Configured”,

enter ‘0.0.0.0’

Management Station Configuration

Snmp Status

Trap Version

IP Address - Trap Stn.#1

alue Not Configured

IP Address - Trap Stm.#2

alue Not Configured

IP Address - Trap Sm.#3

alue Not Configured

IP Address - Trap Stm.#4

alue Not Configured

IP Address - Trap Sm.#5

alue Not Configured

Read-Only Community Name

ublic

Read-Write Community Name

rivate

Trap Community Name

ublic

Power Supply

Cold Start

Aupthentication

Warm Start

Link Status

Rl & O
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ADMINISTRATION > FAULT The Fault tab under the Administration category provides configurable selections
indicating the way to notify when a Power, N-Ring™ Manager, N-Link fault, or Port
Usage Fault occurs. The notification may consist of any combination of the options:
Show Web, Show LED, and Contact. Power signal faults consist of V1 and V5. N-Ring

Manager signal faults consist of: Broken, Partial Break (Low), Partial Break (High),
and Multiple Managers. N-Link Faults are reported by the N-Link Master and by the N-
Link Slave. Port Usage Fault, if enabled, triggers when actual usage is below the
Usage Alarm Low setting, or above the Usage Alarm High setting (see Port
Configuration View and Port Utilization View).

Note: Some switch models do not have a fault contact.

Fault Configuration View

‘ Meaning ‘ Close on Fault |

No No

Power Vl No

Power Vz No No No
N-Link Fault Yes Yes Yes
Port Usage Fanlt Yes Yes Yes

Broken Yes Yes

Partial Break(Low) Yes Yes

Partial Break(High) Yes Yes

Multiple Managers Yes Yes

| Modify || Refresh |

Note: V, and V, Power Faults are disabled in factory defaults.

By selecting Modify, the user will see a list of configurable fields for the Fault
configuration. The fault relay contact can be configured to open on fault or to close on
fault, with the latter being the default. Once these fields are filled in to meet the needs
of the user's network, the changes may be updated by clicking the Update button at
the bottom of the page.

Software Manual
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Modify Fault Configuration

Meaning | Close on Fault E]
Open on Fault

N-Link Fault
Port Usage Fault

g
g
<
<

Partial Break(Low)
Partial Break(Hizh)

Multiple Managers

<]
<]

=
[

<]
<]

[ Update H Cancel ]

If a low voltage DC power supply is installed, these additional choices appear:

Modify Fault Configuration

Meaning | Close on Faultlz]
Qpen on Fault

red I’eﬁ
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Web Software Configuration

Administration

HELP > ADMINISTRATION Following the Administration link on the help page, the user or user can see some
information regarding the configuration options in the Administration category on the
left side of the web management interface.

Q-

://192.168.1.201/main.

p-c|

(=22 192.168.1.201 N-TRON Swit... ‘ ‘

@lLogical View
@Home

File Edit View

© 2016 Red Lion Contrals, Inc.

Favorites Tools

e

DHCP LLDP Portz

Statiztics

VLAN Eridzinz RSTP

IGNP

H-View M-Rinz W-Link

cIp

Firmware Config Fate Limiting U=er Management

Other

Administration

Admimiztration sroup i= divided into three catezories:

1. Svziem 2. SHMP 3. Fault

Svstem

IP Configuration:

[Dztermines the method used to obtzin an IP addrez:. Subnet hiazk, and Cateway
addrezz, When Static iz selected, the statically confizured values are uzed. When
[DHCP iz selected, DHCP protocols are used to obtam these valuss.

All rights reserved.
http:/fwww.redlion.net

Logged in as: admin

Client ID:

[Thiz option iz uzsed v DHCP clisnts to spacify their uniqus identifier. DHCP
zarvers nze thiz value o index their dstsbaze of address bindings. This value iz
l=xpectad to be unique for all clients in an adminiztrative domain. The idantifisr
iy e the RLAC address. soditch name, or entered as 2 text string or hex
jcharactars. (Only shoom in DHCP hode)

IF Address:

[Contains the current IP Address of the device.

Submet Maslk:

[Contains the current Subnet Mazk of the device.

Gateway:

[Contains the curremt Cratzway of the device.

Fallback IF Address:

[Contains the configured Fallback IP Addresz of the device. (Only shown m DHCP
hIods)

Fallback Subnet Mask:

[Contain: the confizured Fallback Submet Mazk of the device. {Only shown in
[DHCT Nloda)

Fallback Gateway:

[Contains the configured Fallback Grat=way of the device. {Only shown in DHCP
IhTods)

MAC Address:

IMAC Address of the device.

System Up Time:

[Thiz parameter reprezents the total tdme elapsed since the switch was tamed O
jor FESET.

Name:

JContain: the names aszizned to the device, which allows slphanumsric and special
jcheracters "=, ', -, and "' only. When IP Configuration iz DHCP, then this iz
juzad as the Clisnt ID (Opton 1) of the DHCP Request

Contact:

[The parzan to contact for system iz=mes, which should be someone within vour
jorzanization. Only alphsmmeric and special characters ‘%, "', and '-' are allowed.

Location:

[The phyyzical location of the switch. Only alphamymeric and special char: T'F,
_',and - are allowed.

SKAIP

SNMP Status:|Indicsres whether SMLE iz enabled or dizablad.

Trap

Version:|Thiz confisurabls fisld represants the version used when sending SIAP
Traps. Verzion: 1 and 2 are allowsd. The default is version 1.

IP Address - Trap Sfn.£] - #5:| These configursbls fislds represent the [P Addreszes of the Managemant

Stations to send SNMP Traps.

Read-Only Community Name:|Thiz confisurabls fisld represanrs the Authorized Communin: Mame for

SN Get requests. Only alphanumeric characters are allowed. The
defanlt iz "public”.

Fead-Write Community Name:|Thiz confipurable fisld represents the Authorized Cormmunin Wame for

SMMP Setreguests. Only alphamomeric characters are allowed. The
defanlt is "privare".

Trap Community Name:|Thiz confisurabls fisld represanrs the Authorized Communit: Mame for

SMIIP Traps. Only elphanumeric characters are allowed. The defaulti=
"public”.

ENMP Notification Traps:|Thiz allows for contal of which S2WP waps will be sent by this switch.

Ezch of the available tfraps: Power Supply, Cold Start, Authentication,

Warm Start and Link Starus can be enabled or dizabled individually.
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DHCP

DHCP > SERVER > SETUP The Setup Profiles tab under the DHCP/Server category lists the following information
PrROFILES about the current state of the server and the existing network profiles:
Server Enabled
Indicates whether the DHCP server is active.
Allow Broadcast
Indicates whether the DHCP server will process broadcast messages.
Delay Broadcast (Ms)
The amount of time the DHCP server will delay processing a broadcast
message.
Server ID
Descriptive name of the DHCP server.
Profile Name
Descriptive name of the network profile.
Address Pool
Range of IP addresses which the profile can use.
Subnet Address
The most restrictive subnet address calculated from the address pool range.
Subnet Mask
The most restrictive subnet mask calculated from the address pool range.
Domain Name
The domain name to be presented to the client.
Has Profile IP Maps
Indicates whether the profile has IP maps associated with it.
Delete

Deletes the profile along with all IP maps and bindings associated with it. The
Default profile cannot be deleted.

DHCP Server Setup

Server Enabled | Enabled

Allow Broadcast | Enabled

Delay Broadcast (Ms) | 300

Server ID | N-TEON Switch fb:f3:f0

Modify |

el
pearr | || bcadomsmeon | |

Add Praofile |

Refresh |
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DHCP Server Configuration

Server Enabled | Enabled +
Allow Broadeast  Enabled

Delay Broadeast (Ms) 500 |

ServerID | N-Tron Switch fe:b:e0 |

[ Update H Cancel ]

DHCP Server Network Profile

el
e
e

Lease Time ng

Days

0 Hours

e |
e |
= |
|

= |
| A

* When field is left blank, the corresponding default profile value is used.
** When both related fields are left blank, the corresponding default profile values are used.

DHCP > SERVER > SETUP IP  The Setup IP Maps tab provides the way to create IP mappings with an existing
Maps hetwork profile. There are three types of mappings that can be created: Dynamic
Range, Static Range, and Single IP.

DHCP Server Setup IP Maps

You must add a non Default Network Profile before adding an IP Map.

’ Dynamic Range ] IP Address Range
’ Static Range ] Option $2 Relay Agent
[ Single IP | Option 61 orMAC

0 ®
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The Dynamic Range type of mapping is used to create a range of dynamic IP
addresses for requesting clients. The following information is required:
Network Profile
An existing network profile to which the IP map applies.
Low IP
The starting IP address of a range.
High IP
The ending IP address of a range.

DHCP Server Dynamic Range

Network Profile | prof_1 +

Low IP
High IP

The Static Range type of mapping is used to create a range of static IP addresses
dedicated to specific ports on a relay agent switch. There are two different data entry
formats available according to whether the relay agent type is for an N-Tron or for a
generic switch.

To create a range of static IP addresses on an N-Tron relay agent switch:
Network Profile
An existing network profile to which the IP map applies.

Relay Agent Type
Should be set to N-Tron.

Switch Model
List of N-Tron models that support this feature.

Remote ID

A unique identifier that designates the N-Tron relay agent switch.
Add

Check box used to add an IP map for the corresponding port.
Port No

The actual port number.
Port Name

Descriptive name of the port.
VLAN

VLAN ID that the port is a member of.
Circuit ID

Auto-generated string based on the port name and VLAN ID.
IP Address

IP address to assign to the IP map
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DHCP Server Static Range

(Option 82)

Network Profile | prof_1 +

Relay Agent Type  (2)N.TRON O Generic

Switch Model FiEJRSN ¥

Remote ID

O Hex OMAC ®TF O Suring

.

j—y iy j—y — iy
1=}
=]
jary
o
[==)
ja—ry

1 TX1-0001 /197 168.1.
TH2000L 197 168.1.
TXE0000 492 168.1.
THE000L 197 168.1.
TH000L 497 168.1.

6 [T TX6-0001

o

wn
T T
3 Sl EN S S

TEI-0001 992 168.1.

DDDDDDDD-

5 |Txs THE0001 992 1681,

=
a=]
o
(]
T

Cancel

To create a range of static IP addresses on a generic relay agent switch:

Network Profile

An existing network profile to which the IP map applies.
Relay Agent Type

Should be set to Generic.
Port Count

The number of ports on the particular relay agent switch.
Add

Check box used to add an IP map for the corresponding port.
Port No

The actual port number.
Remote ID

The identifier that corresponds to an Option 82 Remote ID sub-option used by
the particular relay agent switch.

Circuit ID

The identifier that corresponds to an Option 82 Circuit ID sub-option used by
the particular relay agent switch.

IP Address
IP address to assign to the IP map.
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DHCP Server Static Range

(Option 82)
Network Profile
Relay Agent Type () N-TRON (&) Generic
Port Count

LRl i | [[192188.2. |
@ Hex OMAC O1P O String @ Hex OMAC O1P O String

L i | [192188.2. |
) Hex OMAC O1P O String & Hex OMAC O1P O String

IS Il |[192.1682 |
) Hex OMAC OTP O String ® Hex OMAC OP O String

| | |[[192.1682 |
() Hex O MAC OTIP O String () Hex O MAC O P O String

= Il |[192.1682 |
) Hex OMAC OTP O String ® Hex OMAC OP O String

L e | |[[192.1682 |
() Hex O MAC OTIP O String () Hex O MAC O P O String

Ch 7 Il |[192.1682 |
) Hex OMAC OTP O String ® Hex OMAC OP O String

L e | |[[192.1682 |
() Hex O MAC OTIP O String () Hex O MAC O P O String

The Single IP type of mapping is used to create a static IP address for an individual
client. The following information is required:
Network Profile
An existing network profile to which the IP map applies.
IP
The static IP address to offer to a client.
Unique ID
The unique identifier that must match either the client identifier (Option 61) or
the client’s hardware address (MAC).
Format
Designates how the Unique ID is interpreted.
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DHCP Server Static IP

(Option 61 /MAC)

Network Profile

P | |
(i.g.n_iqhﬁg | | Format | MAC Address v
Hex WValues

MAC Address

I Update H Cancel ]

DHCP > SERVER > VIEW The View Bindings tab lists the bindings of physical switch’s to IP addresses that are
BINDINGS in use or offered:
Network Profile
The profile applied to the binding entry.
Binding Identifier
The client associated with the binding entry.
Client Hardware Address (MAC)
The client's MAC address.
Client IP Address
The actual IP address assigned to the binding entry.
Status
Indicates the current status of the binding entry.

Release
Removes the corresponding binding.

A Warning: By releasing an IP address, it is possible to end up with two physical
switches with the same IP address which may cause network
disruption to that IP address.

DHCP Server Binding List

prof_1  Clent ID (String) = N-Tron Switch fbfad0  00:07:affbfa40 1921682100 Dsynamic, In Use Release
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DHCP > RELAY & LOCAL > The Setup tab under the DHCP/Relay & Local IP category shows the current state of
SeTup the relay agent.

DHCP Relay Agent & Local IP Setup

Relay Statns || Disabled v
teID ||IF Address W

192.168.1.201

=0 —
Server 2 IP |—|
i (I
Server 4 IP

]

01 TX1

w2 o] Diszbled

o G Diszbled

Diszbled

[=] =]
i i
o o
5 5
< < < < < < < <

04 TX4
s s Diszbled
06 TX6
o T Diszbled
o TxE Diszbled

By selecting Modify, you can configure general settings of the relay agent, as well as,
configure settings on a per port basis. The following describes these settings:
Relay Status
Indicates whether the DHCP relay agent is active.
Remote ID
The unique identifier that designates the relay agent switch.
Server # IP
The configured IP address of the DHCP servers.
Port No
The actual port number.
Port Name
The descriptive name of the port.
Relay Status
The selection to designate whether the port will perform relay agent
functionality. The choices are:
+ Disabled - The port will function without relay agent processing.
» Enabled - The port will relay DHCP client-originated broadcast packets to
the DHCP servers.
» Assign Local IP - The port will not relay DHCP client-originated broadcast
packets. Instead the relay agent will offer the port’s locally
assigned IP address to the client.

Other Data
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When the Relay Status is set to Enabled, the Circuit ID for the port can be
specified. When the Relay Status is set to Assign Local IP, the IP address for
the port can be specified.

DHCP Relay Agent & Local IP Setup

Relay Status | Disgbled v
RemoteID | o pddress v

192.168.2.232

G
| ——
o —
| ——
0 T3 Disabled b
w2 T Disabled v
0 T Disabled A
o i Disabled b
05 T3 Disabled v
% Ti6 Disabled A
o 7 Disabled v
% Ti Disabled v
J ®
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HeLp > DHCP  Following the DHCP link on the help page, the user or user can see some information
regarding the configuration options under the DHCP categories on the left side of the
web management interface.

p://192.168.1.201 /main.ssi

File Edit View Favorites Tools Help

G- @DHCP

5 F';LD?: Admmistration DHCP LLDP s

Bl @ Statistics Staristics VLAN Eridzing RSTP

= .‘E‘:;':Eing 1GMP W-View N-Ring N-Link

E‘ RSTP CIP Finmmeare Confiz Fatz Limiting Us=ar Manzzement
B @IGME =

Bl @ N-View =

Bl- @N-Ring

E- @N-Link = = =

- @cIp DHCP - Dynamic Host Configuration Protocol A
El- @Firmware/Config

g Support DHCP zroup iz divided into two categoriss:

Rate Limiting 1. Sarver . Relay & Local IP
- @User Management

@logical View Server - Setup Profiles

Server Enabled:|Indicates whether the DHCP zerver is active. The default is Dizabled.
Allow Broadcast:{Indicates whether the DHCP zerver will process brosdcast meszages, Tvpically,
client reguests are broadcast and relay agent requests ars unicast. When ensblad,
the server will respond to broadcast requests. When dizabled, the server will
iznors broadcast requests. The default iz Enablad.
Delay Broadcast (ALs):|The amount of time (in milliseconds) thar the DHCP server will delay the
proceszing of 2 broadcast meszaza. This setting iz uzad when clients and ralay
zEent= are on the same subnet and'or VLAN. A delay provides the opportunity for
: E ralay agent requests to be honored before client requests. This sstting only applie:
Logged in as: admin when Allow Eroadeast is Enabled. The rangs is 0-2500 and the defauk iz 500.
Server ID: |Descriptive name of the DHCP zerver. The nams mmst be unique. The default iz
the switch name.

£ 2016 Red Lion Controls, Inc.
All rights reserved.
hitp:ffwww.redlion.net

Network Profiles

A nerwcork profile containg vital network confizurstion options for potential clientz. At least one nerovark profile

iz neceszary to create an IP map. Alse, a defaul nevwcork profils named "DEFATULT" exizts and can be uzed to

mitialize certam field: n other network profiles to default valoes. The Dielete button ramoves the comesponding

network profils slong with all IP map: and binding: associzted with the network profile.

Network Profile Name:|Descriptive name of the nstwork profile. The nams muost be unique and iz

raquired.

Address Pool Start:|Starting IP addreszz of 2 pool of addreszes for the nerwork profils. TP addreszes

within the address pool can be used m eny combination of dyvnamic and static [P

zzzignments. There can only be one address pool per subnst; therefors, itz

recommendad to we the fall range of addresses. For example, an address poal

range of 102.168.1.1 to 102.162.1.254 will rezulf in a subnet addrezs of

122.168.1.0 and a subnet mask of 255 235.0.

Address Pool End:|Endin= TP address of a pool of addreszes for the network profile. IP addreszes

within the address pool can be uzed in any combination of dynamic and static I[P

zzzigmments. There can only be ons addresz pool per subnet; therafors, itz

recommendad to wse the full range of eddreszes. For example, an address pool

range of 192.168.1.1 to 102.168.1.254 wi :\e‘ultma.-uhna address of

122.168.1.0 and a submer mazk of 255 5.0.

Subnet Address:|The most restrictive subnet address caloulated from the given sddress pool range.

This fizld iz read-only.

Subnet Mask:|The most restrictive subnet mask caloulated fom the given sddress pool range.

This fizld iz read-only.

Lease Time:|The lease thme (in days and howrs) that will be offered to a client. These fields are

raquired. The range iz 1 hour to 1000 davs. The defanit iz 28 days.

Broadcast Address:|The brnaﬂca't addrezz to be offered o the client Some sxamples ars

192 168, 3 . The default network profile's broadcast

zddr : uged \1'henﬂ|.'|_- feld iz laft blank.

Domain Name:|The domain name to be presented to the clisne. The defanl network profile's

domain name iz used when thiz Seld iz left blank.

DNE Server 1:|The DXE sarver IP addresze: to be prazented to the clisnt. The defanl nenvork

DNS Server X:|profile's DNE server addreszes are uzed when both of these fields are laft blank.
CGateway 1:|The gateway [P addreszes to be presented to the client. The dafeult network
Cateway 2:|profile’s gateway addreszes ars used when both of thess fislds are left blank. L
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LLDP

LLDP > CONFIGURATION Mode:
Enables or Disables LLDP on the Switch.
Default: Disabled
Transmit Interval:
Specifies the interval at which LLDP frames are transmitted.
Default = 30 seconds.
Transmit Hold Multiplier:

Specifies a multiplier on the Transmit Interval when calculating a Time-to-Live
value.

Default = 4.

Re-Initialization Delay:
Specifies a minimum time an LLDP port will wait before re-initializing after
setting the port to disable followed by setting a port to Tx-Only or Tx/Rx. This
prevents excessive Notifications if someone toggles between Disabled and
Enabled on LLDP Port settings.
Default = 2 Seconds.

Notification Interval

Specifies the interval between successive Notifications generated by the
switch. If a port sends out a notification and another port tries to send out a
notification, the notification will not be sent until the interval expires.

Default = 5 Seconds

LLDP Configuration View

Mode | Dizabled

Transmit Interval (Sec) | 30

Transmit Hold Multiplier | 4

Re-Initialization Delay (Sec) | 2

Notification Interval (Sec) | 5

[ Modity | [ Refresh |

@ Note: A redundant network topology will have one or more blocking ports to
prevent looping and broadcast storms. LLDP will not receive neighbor
information into a blocked port, though the LLDP information will be
transmitted out of a blocked port. Therefore, the switch that has the
blocked port will not know about the neighbor on the other side of the
blocked port, but the neighbor will know about the switch that has the
blocked port.
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LLDP > PORTS PORTS VIEW
Port Name
Descriptive name of the port on the local switch.
Transmit
Enables or Disables LLDP Transmission on the switch.
Receive
Enables or Disables Receiving of LLDP Frames from neighbor switches.
Allow Management Data
Allow the Transmission of Management type information. For example: IP
Address of switch, Port Description, System Name and Vlan information.
Allow Notifications
Notifications are transmitted when local or remote data changes.

LLDP Ports View

TX1 YES TES TES NO
T2 YE3 YES YES HNO
iy YES TES TES NO
T4 YE3 YES YES HNO
TS YES TES TES NO
T¥é YES YES YES O
TT YES TES TES NO
THE YES YES YES O

[ Modify | [ Refresh

LLDP > STATUS LLDP PORTS NEIGHBOR VIEW

The Status View shows the results of LLDP discovery. The LLDP Ethernet frames
received from neighboring ports are composed of a collection of data units called
TLVs. Each TLV contains a defined type of information such as the Chassis ID
described below, which contains the MAC address of the device sending the frame.
The maximum number of neighbors displayed per port is four.

Port Name

The name of the local port on which the neighbor information was received.
Neighbor MAC

MAC address of neighbor switch. Corresponds to the LLDP Chassis ID TLV.

Neighbor IP

IP address of neighbor switch. Corresponds to the LLDP Management
Address TLV.

Neighbor Port Description

Description of the neighbor Port from which the LLDP frame was sent.
Neighbor System Name

The system's administratively assigned name on the neighbor switch.
Neighbor VLAN PVID
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J ®
red Ien 2-36 N-Tron® Series 700/7000 Managed Industrial Ethernet Switch



Revised 2019-01-23 Web Software Configuration

Drawing No. LP0985-A LLDP

The Port VLAN identifier (PVID) associated with the neighbor port.
Neighbor VLAN ID/Name

A list of all VLAN's for which the neighbor port is a member.
Neighbor TTL

Indicates the number of seconds that the information associated with this
neighbor will be valid. Time to Live (TTL).

LLDP Ports Neighbor View

00:07:afife:02:47 | 1921628191 | Port 7- 10/100 Mbit TX | N-Tron Switch fo:02:40 0001 - Default VLAN
T2 | 00:07:afifb:ded3 | 192168223 | Port 3- 10100 Mbit T | N-Tron Switch fh:de:d0 1 0001 - Default VLAN 117
TE4 | 00:07:afffic8ed | 192.168.1.87 | Port 4- 10100 ibit T | M-Tron Switch ffie8:c0 1 0001 - Default VLA 114
TET | 00:07:affe05:07 | 192168227 | Port 7- 107100 Mbit TX | N-Tron Switch fo:05:00 1 0001 - Default VLAN ]

3333 - N-Ring VLAN

THE | 00:07:afffEded | 192168224 | Port 8- 10/100 Mbit T | N-Tron Switch fF:2d:e0 1 0001 - Default VLAN a9
3333 - N-Ring VLAN
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LLDP > STATISTICS LLDP LOCAL PORT STATISTICS VIEW
Port Name
Descriptive name of the port on the local switch.
Transmitted Frames
The total number of LLDP Frames sent out from the local switch.
Received Frames
Total number of LLDP frames received by the local switch.
Discarded Frames
The total number of frames discarded due to incorrect TLV's in frame.
Error Frames
Total count of all LLDP frames received with one or more detectable errors.
Neighbor Age Outs
Total count of the times that a neighbor's information has been deleted from
the switch because the Time to Live (TTL) has expired.
LLDP Port Status
Local Port setting (Receive-Rx/Transmit-Tx/Disable).

LLDP Local Port Statistics View

T=1 ] ] 0 1] ] FaTx
T2 22 29 0 1] 1 RaTx
T3 0 0 I 0 0 RxTx
T4 22 23 1] 0 0 BxTx
T35 ] ] 0 1] ] RaTx
TG ] ] 0 1] ] RaTx
TZT 2 44 0 1] ] RuTx
TR 22 44 1] 0 0 BxTx
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HELP > LLDP Following the LLDP link on the help page, the user or user can see some information
regarding the configuration options in the LLDP category on the left side of the web
management interface.

[l

°|é‘ http://192.168.1. 201 /main.ssi 0 - ¢ || @ 1921681201 N-TRON Swit.. | ‘ AT

File Edit View Favorites Tools Help

Admmnistration DHCP LLDP Parts
Statistics VLAN Eridzing BESTD
1GNP W-View M-Rinz N-Link
CIP Finmware Confiz Fate Limiting Uzer Manzgement
Crher
LLDP - Link Layer Discovery Protocol ~

LLDP iz divided imto four catezoriss:
1. Confizuration 1. Porz 3. Status 4. Statstics

@ FRate Limiting
‘@User Management
Confisuration
Mode:|Enables or diszbles LLDP on the switch. The default is Dhisablad.
Transmit Interval:|Specifies the interval st which LLDP frames are wansmitted. The defanlt iz 30
zeconds.
Tramsmit Hold|Specifizss a multiplier on the Tranzmit Interval when calolating 2 Time-to-Live
I} 2016 Red Lion Controls, Inc. Alultiplier-|value. The defaulr iz 4.
All rights reserved, Re-Initialization Delay:|3pecifies the minimum time an LLDP port will wait befoge re-mitializing after itz
hito:/ fvovw.redlion.net zetting has changed from dizabled to Tx-Only or Te/Fax This prevents exceszive
W motifications when LLDP Port sartings are togzled. The default iz 2 saconds
Logged in as: admin Notification Interval:|Specifies the interval between successive notifications generated by the sodtch. If
2 port sends out 3 notification and another port tries to zend out 3 notification, the
zubegquent notification will not be sent until the interval expives. The default iz
zeconds.

Foris
Port Name:|The descriptive name of the port.

Transmit-]Enables or dizsables LLDP transmizzion on the switch.
Eecerve:|Enables or dizables receipt of LLDP frames from neighbor switches.

Allow Management Dataz|Allow: the transmizzion of management tvpe information. Example: [P sddress of
switch.

Allow Notification:| Allow: 2 notification to be tranzmitted when local or remots data chanzes.

Statoy

The Statuz View shows the results of LLDP discovery. The LLDP Ethemet frames received from neighboring
parts are compozed of collections of data wunits called TLVs Each TLV contzins a defined nvpe of infonmation
such as the Chassiz ID described below, which contains the MAC address of the device sending the frame, The
maximum munber of neizhbors displayed per port is four.

Port Name:|The descripeive name of the port on which the neizhbor information was received.
Neighbor MAC:MAC addresz of neighbor snatch. Comresponds to the LLDP Chazzis ID TLV.

Neighbor IP:|IF addresz of neighbor switch. Comresponds te the LLDP Managsment Address

TLV.

Neighbor Por]
Diescription|
Neighbor System Name:|The system's adminisoatively aszigned name on the neighbor switch
Neighbor VLAN PVID:|The Port VL AN identifier (PVID) azsociated with the neizhbor port
Neighbor VLAN]|
ID Name:|
Neighbor TTL :|Indicates the number of zeconds that the nformation azsocizted with thiz neizghbor

will ke valid. Time to Live (TTL)

Deascription of the neizhbar port from which the LLDP frame was sant.

(A list of all VLAMN:= for which the neishivar port iz a meamber.

Statistics
LLDP Local Dort Statistics View
Port Name:|The descriptive name of the port.
Transmitted Frames:|The total mmnber of LLDP frames sent out fram the local switch.
Feceived Frames:| Totzl mumber of LLDP frames received by the local switch
Discarded Frames:|Ths total number of frames discarded due to incorrect TLV: in frame.
Error Frames | Total count of all LLDP frames raceived with cne or more detectable emors.
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PORTS

PORTS > CONFIGURATION The Configuration tab under the Ports category will show a detailed overview of all the
active ports on the switch. The overview will display the following information:
Port Number
This is the port index.
Port Name

This field displays the name of the port. The designation of TX is for copper
ports and FX is for fiber optic ports. GB is for the Gigabit ports (fiber or

copper).
Admin Status
This configurable field displays the existing status of the port whether it is
Enabled/Disabled.
Link Status
Current Link state of the port.

Auto Negotiation State
This configurable field displays the current auto-negotiation state whether it is
Enabled/Disable.

Port Speed
This configurable field displays the speed of each 700 model port 10/100
Mbps and 7000 model port 10/100/1000 Mbps.

Duplex Mode
This configurable field displays the existing mode of the port whether it is Full
Duplex/Half Duplex.

Crossover Mode (7018 models only)
This configurable field displays the existing crossover mode of the port. This
can be Yes, No, or Auto. Auto is the default.

Flow Control State

This configurable field displays the existing flow control status of each port.
When enabled, the individual port supports half-duplex back pressure and
full-duplex flow control. The default is Disabled.

Force High Priority State (700 models only)

This configurable field displays the port priority status of each port. When
enabled for a port all frames received on that port will be forced to the highest
priority queue regardless of 'Default Priority' setting or priority tags within the
received frames. The default is Disabled. In an untagged N-Ring
configuration, the N-Ring ports on the N-Ring Manager and active N-Ring
Members will be Enabled.

Default Priority (700 models only)
This configurable field displays the default QoS priority for the port when an
untagged frame is received. The range is 0-7.

RSTP State

The current RSTP status of a port. It may contain Disable/Discarding/
Learning/Forwarding.
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PVID

This configurable field displays the existing port VLAN ID setting. The
allowable range is 1-4094.

Usage Alarm Low (%)

The bandwidth utilization percentage below which a fault will be triggered if
enabled. For half duplex the bandwidth utilization percentage is the sum of
both RX and TX bandwidth utilization, and for full duplex this is the higher of
TX or RX bandwidth utilization. See Port Utilization View and Port Usage
Fault on Fault Configuration View.

Usage Alarm High (%)

The bandwidth utilization percentage above which a fault will be triggered if
enabled. For half duplex the bandwidth utilization percentage is the sum of
both RX and TX bandwidth utilization, and for full duplex this is the higher of
TX or RX bandwidth utilization. See Port Utilization View and Port Usage
Fault on Fault Configuration View.

Port Configuration View

01 | TX1 | Enabled | Down | Enabled | Auto | Auto | Auto | Disabled | Disabled 100

02 TX2 | Enabled | Down | Enabled | Auto | Auto | Auto | Disabled Disabled 100

03 | TX3 | Enabled | Down | Enabled | Auto | Auto | Auto | Disabled | Disabled 100

04 | TX4 | Enabled | Down | Enabled | Auto | Auto | Auto | Disabled Disabled 100

05 | TX5 | Enabled | Down | Enabled | Auto | Auto | Auto | Disabled | Disabled 100

06 | TX6 | Enabled | Up Enabled | 100 Full | Auto | Dizabled | Forwarding 100

07 | TX7 | Enabled | Down | Enabled | Auto | Auto | Auto | Disabled | Disabled 100

N BTN I B S (S IR
(=N =1 NN N-0E=N E=N E=N =]

08 TXE | Enabled | Down | Enabled | Auto | Auto | Auto | Disabled Disabled

The user can click on the Port Number to configure each port individually. This allows
the user to change the port’s settings for the following fields which are explained
above:

100

*  Admin Status

» Speed and Duplex
* Cross Over

*  Flow Control

« PVID

+ Usage Alarm Low
* Usage Alarm High

TX1 - Port Configuration

Port Name | TX1

Admin Status ||Enabled v

Speed And Duplex | LI E T )

10/Half
Cross Over (|70/Full

100/Half
Flow Control 100/Full

) —
] [
e e High
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PORTs > MAC SECURITY > The Learning tab allows the user to control the learning or locking modes for the ports.
LEARNING ‘Locked’ is the secure mode. ‘Learning’ builds an internal list of authorized MAC
addresses based on an approved LAN. When the current mode is ‘Learning’, no ports
are secured.

MAC Learning View

Secure Ports
ror o [ e
01 | TX1 RETP
02 | TX2 RSTP
03 | TX3 RETP
04 | TH4 RETPR
05 | TS5 RETP
0§ | TX6 RSTP
07 | TH7 RETE
08 | TX3 RSTP
09 | FXl1 RETP
10 | FX2 RSTP

In ‘Locked’ mode, ‘Secured Ports’ shows the ports that are presently secured.

Note: When N-Ring and/or N-Link are used, the N-Ring/N-Link ports will not
have MAC Security enabled.

MAC Learning View

Secure Ports

Fort| Fort
No | Kame

Secure | Role

0l | TX1 o RETP

02 | TX2 RETP

03 | T=3 of EETP

04 | TH4 RETP
05 | TS EiETP
08 | TXd EiTP
07 | TX7 RETP
08 | Tx= RETP

02 | FX1 of EETP

10 | Fx2 " RETP

The Modify button allows the user to change the current mode and select the ports to
be secured. When transitioning from ‘Learning’ to ‘Locked’, the Address Resolution
Logic (ARL) table represents the authorized MAC addresses, with the addition of any
manually entered addresses (refer to Authorization List section below). Transitioning
from ‘Locked’ to ‘Learning’, clears the ARL for all ports.
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MAC Learning Configuration

I Current Mode | Lgan' I

Secure Ports
N, |Name [Secure | Roe
o || O |rste
2 |m| O |zse
03 |3 | O |mste
04 |4 | O |msTR
os |5 | O |rete
o5 |16 [ o |msTe
o7 |7 | o [=ste
08 | 1xs [ o [mste
o |ma | o [&sTe
w|rmz| O |rse

PORTS > MAC SECURITY > The Authorization List tab allows for manual entry or deletion of authorized MAC
AUTHORIZATION LisT source addresses with associated authorized ports.

MAC Authorization View

1 00:07:af:abze0:dl | M TX3-TX4

2 00:07:af:-fbre:d0 | M | TXI1-TX2, TX6

Selecting Modify displays the MAC Authorization Configuration page, which allows the
user to add new entries, delete existing entries, or edit authorized ports of existing
entries.

MAC Authorization Configuration

1 | 00:07:afabe0:d1 TX3-TX4

2 | 00:07:af-fbre0:d0 | TX1-TX2, TX6

[ Add || Done || Refresh |

Selecting Delete removes the associated entry. Selecting Add displays the MAC
Authorization Entry page, showing default values for the user to modify (see below).
When an entry number hyperlink is selected, this same page is displayed except it
shows the associated MAC address and authorized ports.

PORTS > MAC SECURITY > The Intruder Log tab displays a list of unauthorized MAC addresses that attempted to
INTRUDER Log access the secured switch. Each intruder entry in the log is unique, and is based on
the combination of MAC address, VLAN, and port. Only the first occurrence of the
intruder is listed. The log is ordered by most recent first, based on the system time.
The maximum number of entries is 100. If more than 100 intruders are detected, the
oldest entries are deleted. The log is not saved through a power cycle.
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Intruder Log

1 00:00:00:00:03:01 7 TET | 0days, 0 hours, D mins, 7 secs Deleta |

& 00:00:00:00:02:01 8 TXS | 0days, 0 hours, mins, 7 secs Delete |

3 00:00:00:00:01:01 1 TX1 | 0 days, 0 hours, 0 mins, 7 secs Delete |

Clear'ALL;I Refresh

A

TX1
X2
TX3
TX4
TX5
TXG
TX7
TX3

An entry can be individually removed from the log by selecting the associated Delete
button. All entries or entries specific to a port can also be removed from the log by
choosing the option in the dropdown list and then selecting the Clear button.

PORTS > MIRRORING The mirroring destination port retransmits (mirrors) frames transmitted by or received
by the configured source ports.

The Mirroring tab under the Ports category displays the status including the list of
Source Ports and the Destination Port that the sources are being mirrored to.

Port Mirroring Configuration View

Mirror Status | Disabled

Destination Port | TX1

Mirrored Data Only

Source Ports

01 | X1

0z | TX2

03 | TX3

04 | TX4

05 | TX5

06 | TX6

07 | TXT7

08 | TX8

By selecting Modify, you can enable the status of port mirroring and select source
ports and the destination port that the source ports will be mirrored to. The number
and type of destination ports displayed depends on the 700/7000 model in use.
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Port Mirroring Configuration

Mirror Status | | Disabled v

Destination Port

TH2

Mirrored Data Only | [TX3

TH4

Source Poy ¥§g

TX7

TXE
aL | O | O

01 | TX1

| TX2 | ] [
||l O
2| Ol O
G| TXS | | O
a6 | TX6 | [ | [J
o7 | TXT | [ | [
g | TXE | (]| [J

| Update || Cancel |

PORTS > TRUNKING The Trunking tab under the Ports category displays the following details:
Trunk Ports
This field displays the ports associated with the trunk.
Trunk Status

This configurable field displays the existing status of the trunk. It can be either
Enabled/Disabled.

Port Trunking Configuration View

By selecting Modify, you can select a trunk group.

Port Trunking Configuration

Disabled v
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Ports Drawing No. LP0985-A

@ Note: RSTP must be disabled in order to use the Trunking feature.
Two ports of the same speed can constitute a valid trunk.

Only 1 Trunk per switch can be created.

All trunk ports must be at the same speed and duplex mode. If a port is not
linked, there could be difficulty as to similar speed and duplex mode. It is
best to hard code speed and duplex mode for each trunking link, at both
ends.

Do not use Trunking on an N-Ring manager. Do not connect the N-Ring to
actively Trunking ports on an Auto Member.

PORTs > QOS The QOS algorithm prioritizes traffic into a Transmit Queue (TA) based on a priority
assigned to all frames received on a port or fields found in the frames received by the
switch. These mechanisms are:

DSCP (RFC 2472 DSCP TOS)
802.1p (IEEEE 802.1p COS)
Port Priority
The QOS tab under the Ports category displays the following details:

Port No (Number)
This is the port index.

Port Name
This field displays the name of the port.

Include DSCP
This field displays the status of whether or not to include the RFC 2474 DSCP
TOS (Type of Service) in the TQ assignment. When enabled, the DSCP TOS
is included when evaluating traffic priority.

Include 802.1p
This field displays the status of whether or not to include the IEEE 802.1p
COS (Class of Service) in the TQ assignment. When enabled, the IEEE
802.1p COS is included when evaluating traffic priority.

Force High Priority

This field displays the Force High Priority status. When enabled, the port
based priority is included in the TQ assignment for all ports and all frames
received on a port will use the default QOS priority for that port in the TQ
assignment.

Port Priority

This field displays the default QOS priority for that port. This is the IEEE
802.1p COS (Class of Service) assigned to all untagged ingress frames, or all
ingress frames if Force High Priority is enabled. The range is 0-7.
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QO0S Confiquration View

TX1 | Emsblad | Ensblad | Dissblad

TX2 | Enabled | Enabled | Disabled

TX3 | Enabled | Enabled | Dissbled

TX4 | Enabled | Enabled | Disabled

TX3 | Enabled | Enablad | Dissbled

TXH6 | Emsblad | Ensblad | Dissblad

afl el w2l ~

TXT | Enabled | Enabled | Dissbled

& | THE | Ensbled | Enabled | Dissbled

¢ | FX1 | Enabled | Ensblad | Disabled

10 | F32 | Enabled | Enabled | Dissbled

11 | GBE1 | Ensblad | Ensblad | Dissblad

= T I e e e e e e

12 | GBI | Enabled | Enabled | Dissbled

By selecting Modify, the user can configure the ports for different QOS functionality.

Once these fields are filled in to meet the needs of the user’s network, the changes
may be updated by clicking the Update button at the bottom of the page.

Modi 0S Configuration

[Enabled ]| [Enabled || [Disabled |

i

2 | TX2 | [Enabled || [Enzbled || [Disabled w|

3 | TG | |[Enabled || |Enzbled || |Disabled v

4 | T%4 | [Enabled || [Enzbled w|| [Disabled |

5 | ™5 | [Enzbled || [Enzbled w]| [Disabled V|

6 | T8 | [Enabled || [Enzbled || [Disabled |

T | TXT | [Enabled || [Enzbled || [Disabled v|

8 | T8 | [Enabled || [Enabled “]| [Disabled V|

9 | FX1 | [Enabled || [Enabled w]| [Disabled v|
10 | FX2 | [Enabled || [Enzbled || [Disabled w|

11 | GEl | [Enzbled ]| [Enzbled || [Disabled |

12 | GB2 | |Enabled || |Enabled || |Disabled v

e e e e e e
8|\ & B Bl B (B
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Ports Drawing No. LP0985-A

HELP > PORTS Following the Ports link on the help page, the user or user can see some information
regarding the configuration options in the Ports category on the left side of the web
management interface.

Q' ; | & http://192.168.1.201/main.ssi L~

F=-)-5- el

(22 192168.1.201 N-TRON Swit... ‘

File Edit View Favorites Tools Help

&l
&l
g. Adminiswation DHCP 1LDP Poms
E| @ Statistics Statistics VLAN Eridging EETP
Bl @wLAMN prge g .
r IGMP H-View H-Ring N-Link
b1~ @Bridging = =
B @RSTP CIP Finmware/Confiz Fate Limiting U'ser Management
H- @ IGMP ot
B @ N-View =
Bl- @MN-Ring
B- @N-Link —
#- @CIP Borts ~
Bl @Firmware/Config
o .Euppcl!'t i Ports group = divided into five categoniss:
- @Rate Limiting 1. Configuration 2. MAC Security 3. Mimoring 4. Trunking 5. QO3S
i @User Management
i @lLogical View Confizuration
i 'Homg Port Ne:|The munber of the port.
:(H:;Zrﬁg Port Name:|The descriptive name of the part
dLog?]ul Admin Statuws:|Thiz confizurabls fizld dizplavs the exizting stams of the port whether it iz
Enzbled Dizabled.
{® 2016 Red Lion Contrals, Inc. Link Status:|Current Ik state.
All rights reserved. Auto Nego:|Thiz confisurabls fisld displavs the current auto-nezotiation state whether it it
hitp:/ fowwr.redlion.net Enzblad Dizahled.
Port Speed:|Thiz configurabls field dizplays the spead of cach port 10/100 Mbps.
Logged in 2s: admin Duplex Mede:| Thiz configurabls fisld dizplays the existing mode of the port whether it iz Full
Drapless Half Duplex.

Cross Over:| Thiz confizurabls fiald displavs the exizting crossover mode of the port.
Flow Control:|Thiz configurable fiald dizplays the existing flow control stams of each port.
When enabled, the indrvidual port supports half-duplex back pressure and full-
duplex flowr control. The defanlt iz Dizablad.
Port State:|The current stams of 2 port. It may contain: Dizabled, Dizcarding, Leaming,
Forwarding, and Blocking.
PVID:|Thiz configurable fisld displays the exdsting port VLA ID setting. Thiz is the
VLA ID azzigned to ingreszed untazged frames_ or 2] ingreszed frames if
"Feplace VID with Dafault Port VID" is enabled. The allowable range iz 1-4094.
Tsage Alarm Low [%4]:] The bandwidth wtilizsrion percentage balow which a fanlt will be wrizzered if
enabled. For half duples the bandwidth wtilization percentags iz the zum of bath
FOL and T2 bandwidth utilization, and for full duplex this is the hisher of T3 or
oL bandwidth utilization. See Part Utilization View and Port Uszage Fault on
Fault Configuration View.
Usage Alarm High [24]:] The bandwidth wtilization percentzge above which a fult will be triggared if
enabled. For half duples the bandwidth wtilization percentags iz the zum of bath
PO and T bandwidth wtilization, and for full duplex this iz the hizher of T ar
oL bandwidth utilization. See Part Utilization View and Port Uszage Fault on
Fault Confizuration View.
Clicking the hyvparlink of each port allows configuration. Fefresh button shows updsted values (if any) throngh
any other imtarfaces.

MAC Security
The MAC Secunty group iz divided into thrae categories:
l. Leaming 2. Authorization List 3. Intruder Log

Learning Parameters
Current Mode:| Thiz confizurabls fizld dizplavs the current mode of MAC Sacuriny: Leaming or
Lockad. Transitioning from locksd to leaming clears the Addres: Resolution
Logic (AFL) table on all ponts. When ransitoning from leaming to locked, the
AFRL represents the awthorized MAC addreszes by port and VL AN, with the
addition of the mamually enterad list (balow), if any.
Secured Ports:| The ports that are secured at prezent.

Authorization List Parameters
Entry:|The entry mumber.

ALAC Address:|These are the mamizlty entered authorized host MAC addreszes. The limit of the L

total suthorized entries, inchuding leamed and manuzlly sntered, i= 2000 enmries
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Drawing No. LP0985-A Statistics

STATISTICS

STATISTICS > PORTS > The Ports Statistics tab under the Statistics category displays a list of MIB parameters.
STATISTICS Each port has a separate counter for each parameter. This gives users the ability to
see what kind of packets are going over which ports. At the bottom of the page for
each port there are two buttons. Refresh will update the statistics for that port number
and Clear will reset all the counters for that port number.

Port Statistics

Port

Statistics For Port TXS

—

Tx Dctets
Tx Dropped Packsts
Tx Ercadcast Packets
Tx Multicast Backsts

Tx Unicast Packets
Tx Collizions

Tx Single Collision
Tx Mulsiple Collizion
© | TxDeferred Tranzmit
10 | Tx Late Collision

N - N B I

=)

11 | Tx Excessive Collision
12 | Tx Frame In Dizc

13 | Tx Pauze Packets

14 | Bx 64 Packets

15 |PFx 65 to 127 Packets

1§ |Fx 128 to 235 Packers

17 |Bx 256 to 511 Packets

18 |Fx 512 to 1023 Packets

12 | Fx 1024 to 1522 Packets
20 | Bx Octats

21 |Bx Dropped Packets

21 | Bx Broadcast Packets

23 | Fx Multicast Packets

24 | Bx Unicast Packats

25 | Bx Undersize Packsts

2§ | Fx Crverzize Packats
27 | Bx Jabbers

28 |Bx Aligmment Emrors
20 | Bx Good Octets

30 |Fx 3A Changes
31 |BxFCS Emors

32 |Fx Pause Packetz
33 |Fx Fragments
34 |Bx Exmcessive Disc Size

(=10 =N =1 =1 =N =0 =1 =1 =0 =0 =1 =0 =T =T =0 =0 =1 =T =1 =0 =T =0 =T =1 =1 =0 BT =T =T =T =0 =0 =T =1 =]

35 |Bx Symbwol Emor

Refresh || Clear || Clear All Poris
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STATISTICS > PORTS > Ports Utilization shows all the ports on the switch and will display a bar graph showing
UTiuzaTion the approximate percentage of bandwidth being used. The available Scale options
are: 5, 10, 20, 50 or 100. Red Lion recommends the use of N-View in order to get a
precise bandwidth usage figure.

Port Utilization

=]

SmHORE O e
()

[ | [ |
, B m B m
EEERRRERN ]
TX1 TX2 TX3 TX4 TXS TXe TX7 TXS8

PORTS
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Drawing No. LP0985-A Statistics

HELP > STATISTICS Following the Statistics link on the help page, the user or user can see some
information regarding the configuration options in the Statistics category on the left
side of the web management interface.

[l =]

(2192.168.1.201 N-TRON Swit... | ‘ AL

o,
=3

& http://192.168.1.201/main.ssi L-c

File Edit Wiew Favorites Tools Help

N-TRON

ook PAsalTRLAL WETWOWN CERRARY

Bl @4dministration
Bl- @DHCP

& @LLDP

- @Ports

bl @ Statistics Statiztics VLAN Bridging RSTR
- @VLAN — — —
Bl @Bridging IGMP N-View H-Ringz H-Link

B- @RSTP CIP Firmvare'Config Fate Limiting Usar Management
Bl @IGMP
- @ N-View Ziz
B @ MN-Ring

Bl @N-Link

B @CcIp

&l @Firmware/Config
Bl @Support

B @Rate Limiting Statistics group is divided into two categomss:

- @Usar Management 1. Portz Statistics 2. Ponts Udlization
- Logical View
@ Home Ports Statistics
@ Config . .
- @Help Dizplavs the MIE counters for the selectad port, specified by the Port pull-down menu. The Clear buttan will
@lagout rezat 2ll counrers for the selected port. The Clear ALl Pores bamon will reset all counters for all perts, including
the selected port.

Administration DHCP LLDP Ports

Statistics ~

© 2016 Red Lion Controls, Inc.
All rights reserved.
http://vewnwr.redlion.net

Ports Utilization

Shows a bandwidth percentazs sraph of all the pors. The graph iz scaled based on the Scals pull-down menn
selection.
Logged in as: admin W
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VLAN

VLAN > CONFIGURATION Replace VID Tag with Default Port VID
Specifies whether or not to replace the ingress frames’ VID tag with the port's
designated VID (PVID).
Perform Ingress Filtering
Specifies whether or not to filter out ingress frames when a VID violation is
detected.
Discard Non-Tagged for Ports

Specifies whether or not non-tagged ingress frames are dropped by the
selected ports.

VLAN Configuration View

Replace VID With Default Port VID

Perform Ingress Filtering

Discard Non-Tagged For Ports | (None)

Remove Ports From Default VLAN | s
When Added To Other VLANs

0001 | Default VLAN | TX1-TX8 | TX1-TXS v

| Modify || Refresh |

For convenience:

Ports are deleted from VLAN1 as each port is added to another group.
Ports are added to VLAN1 if a deletion leaves a port with no group.

If it is desired to have a port in VLAN1 and also in other VLANSs configure
group1 last to achieve that.

@ Note: RSTP on overlapping VLANs is not supported and the system will
automatically disable RSTP on all but the lowest VID VLANSs that have
overlapping ports.
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Drawing No. LP0985-A VLAN

VLAN Configuration

Replace VID Tag With Default Port VID | [

Perform Ingress Filtering | [ |

Ormxi Omx2 Omxs Clrxe

Discard Non-Tagged For Ports| [ |Txs [Itx6 [lTx7 [ITXS8

| Select All || Select None |

Remove Ports From Default VLAN | [/
When Added To Other VLANs

0001 Defanlt VLAN | TX1-TXS | TX1-TXS v

Add

VLAN > GROUP ID
CONFIGURATION This field displays the VLAN ID. The range is 1-4094.
Name
This configurable field displays the name of the VLAN, which accepts
alphanumeric and special characters (#, _, -, .) only.

Allow Management

Specifies whether or not all ports in this VLAN are management ports.
Change PVID of Member Ports

Specifies whether or not the PVID of the member ports is set to this VLAN ID.
Port No

This is the port index.
Port Name

Descriptive name of the port
Group Member

Specifies whether or not the port is included in the group.
Untag on Egress

Specifies whether or not egress frames are tagged by the designated port.
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Tagged VLAN Group Configuration

of

o

Allow Management | [4

Change FVID Of | [A

Member Ports

o1

Group Ports

0z

03

03

1]

o7

0z

g

10

1z

s
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Web Software Configuration

VLAN

HELP > VLAN Following the VLAN link on the help page, the user or user can see some information
regarding the configuration options in the VLAN category on the left side of the web
management interface.

& http://192.168.1.201/main.ssi

R~

E192

e Ir : '\1I

168.1.201 N-TRON Swit... ‘ |

SN ECR ()

File Edit View

Favorites

Tools

Help

i
m.
: Adminizration DHCPF LLDP Ports
E.| Statistics VLAN Eridginz EETP
gj 1GNP H-View -Rinz M-Linlk
E‘ CIP Finmware/ Config F.ate Limiting Uzer Management
m.
, Orther
Bl
ing =
El- @ Firmware/Config VLAN - Virtual Local Area Network ~
B @Support
E‘: .E,abe I':I:mrtmg i Confizuration
: :L;e.r la‘ll;llagen're Eeplace VID with Defanlt Port|Specifies whethar or not to replace the incoming VID tag with the port's
B-gp AR VID:|desiznated VID.
£ @C;::;E Perform Ingress Filtering:|Spacifies whether or not to filter out insress frames when a VID
- @Help 9 jviolation is detected.
“ @lLogout Discard Non-Tagged for Ports:|Specifies whether or not non-tzzged ingres: frames are dropped by the
zelectad pors.
e 201E|ER'.Edhan Cunl.r§|s. e Remove Ports From I:E{':;[ Spacifies whether or not to ramove ports from Default VL AN when they
All rights reserved. “are added to anothar VLAN.
http: {fwwwr.redlion.net When Added To Other VLANs:
Logged in as: admin Group Configuration
VLAN ID:|This fizld dizplays the VLA ID. The range should be 12024,
VLAN Name:|This confizurabls fizld displavs the nams of the VLA, which accepts
zlpharmmeric and special characters ¥ " " ' and ' onky.
Allow Management:|3pecifies whether or not all ports in thiz VLA are management ports.
Change PVID of Member Ports:|Specifiss whether or not the PVID of the member ports i zet to thiz
VLANID.
Port Noz|The number of the port.
Port Name:|The descriptive name of the port.
Croup Member:)2pecifies whether or not the port is includad in the group.
Untag on Egress:|Specifiss whather or not esre:s frames are tazzed by the desienared port. bt
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BRIDGING

BRIDGING > AGING TIME The Aging Time tab under the Bridging category will display the currently configured
Aging Time. This page allows users to modify this variable to meet their needs.

Bridging Aging Time View

After selecting Modify, the user will be presented with a page that allows the number
to be entered and updated. The default aging time is 20 seconds.

Bridging Aging Time Confiqguration

@ Note: If the switch is an active participant of an N-Ring, then the N-Ring Aging
Time will be used instead of the Bridging Aging Time.

BRIDGING > UNICAST The Unicast Addresses tab under the Bridging category will display a list of MAC
ADDRESSES addresses that are associated with each respective port number. This can be used to
statically assign a MAC address access to a single port on the switch.

Display Static Unicast MAC Addresses

Mumber of Static Unicast MAC Addressas: 0

Following the Add button on the page above, the user must enter a valid MAC
address and associate it with a port number on the switch. Once the user hits the Add
button, the changes will take effect instantly.

Add Unicast MAC Address Filter

Mac Address | |00-07-AF:00:00:00 x

Puort

ﬂ]l

Care

Once a static MAC address has been added, it will be displayed in a list on the main
page under Unicast MACs tab.
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Drawing No. LP0985-A Bridging

Display Static Unicast MAC Addresses

00:07-af:00:00:00 TX1 1

Mumber of Static Unicast MAC Addressas: 1

[ Add |[ Remeve |[ Refresh |

Following the Remove button on the example above, an user can select a static MAC
address from the list using a pull-down menu. After selecting the MAC address, the
user needs to press the Remove button on the page to remove the entry.

Remove Unicast MAC Address Filter

| 2dac Address |[00.0727.0000.00 V|

Mumiber of Static Unicast MAC Addressss: 1

BRIDGING > MULTICAST The Multicast Addresses tab under the Bridging category will display a list of Multicast
ADDRESSES Group Addresses that are associated with respective port numbers. This may be used
to statically assign a Multicast Group Address access to a group of ports on the
switch.

Display Static Multicast Group Addresses

Mumber of Static Multicast Group Addresses: 0

Following the Add button on the page above, the user must enter a valid Multicast
Group Address and associate it with a port number or list on the switch. Once the user
clicks on the Add button, the changes will take effect instantly.

Software Manual

J ®
N-Tron® Series 700/7000 Managed Industrial Ethernet Switch 2-57 red Ien



Web Software Configuration Revised 2019-01-23

Bridging Drawing No. LP0985-A

Add Multicast Group Address Filter
Multicast Address

Portlist) (1% Mtx2 Mtx3 MTx4
Orxs Orxe Otxy OTxs
| Select All || Select None |

VLAN ID

@ Note: If there are multiple ports on different VLANSs, the switch will apply the
static multicast address to the lowest VLAN-ID that is associated with one
of the ports assigned to the static multicast address. So if the lowest
VLAN-ID contains all the ports assigned to the static multicast address (an
umbrella VLAN), it will function for all those ports with no problems. This
can be achieved with overlapping VLANSs.

After adding a Multicast Group Address, it will appear on the main list and will show
the associated ports that go along with that address.

Display Static Multicast Group Addresses

01:07:af:00:00:00 TX1-TX4 1

Number of Static Multicast Group Addresses: 1

| Add || Remove || Refrash |

Following the Remove button on the example above, the user will be presented with a
list of Multicast Group Addresses that are configured on the switch. Using the pull-
down menu, the user should select the desired address to be removed. Then click on
the Remove button at the bottom of the page.

Remove Multicast Group Address Filter

Mac Address |[01:07:af:00:00:00 V|

Mumber of Static Multicast Group Addresses: 1

Remaove || Cancel |
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@ Note: If there are multiple ports on different VLANSs, the switch will apply the
static multicast address to the lowest VLAN-ID that is associated with one
of the ports assigned to the static multicast address. So if the lowest
VLAN-ID contains all the ports assigned to the static multicast address (an
umbrella VLAN), it will function for all those ports with no problems. This
can be achieved with overlapping VLANSs.

BRIDGING > SHOW MAC By This feature shows the MAC addresses of devices connected to each switch port and
PorT the IP Addresses associated with the MACs. The browser page ‘View MAC by Port’
shows the MAC for the device found on each port, and the IP for the MAC presented if
available. If more than one device is on that port, then the lowest alphanumeric of
those MAC addresses is shown and underlined.

View MAC By Port

Active IP Probe | Disabled

MACs By Port

Port| Port | o,y aAddress IF Manual Entey
No | Name

o1 | TX1 | 00:07:af00-00:00 | 182.168.1.200
ez | e

6| s

o4 | T

o5 | s

o6 | T

o7 | ™

o8 | Tx | 34:e6:d7:14:20:ba | 102.168.1.214

e |

10 | 2

1 | ee1

12 | B2

The ‘Active IP Probe’ field is configurable using the ‘Modify’ button, and also displays
the existing Enabled or Disabled status of this feature. The default is disabled. When
disabled the switch generates no Ethernet traffic for this purpose, but can still present
some information gathered passively.

The ‘IP’ field shows an Auto-detected or manually entered IP address. If there is a
MAC address for the port and an IP address was not discovered there is an ‘Assign
IP’ button to allow the user to enter an IP address. If ‘Active IP Probe’ is enabled,
manually entered IP values are underlined and validated. A validated IP for that MAC
is presented in green and if validation fails the IP will be red and underlined.

Software Manual

J ®
N-Tron® Series 700/7000 Managed Industrial Ethernet Switch 2-59 I'Ed Ien



Web Software Configuration Revised 2019-01-23

Bridging Drawing No. LP0985-A

Note: Some devices do not have an IP Address, and that some devices that do
have an IP Address may not respond to the methods used to detect their
IP Address.

Invoking the ‘Assign IP’ button on the example above, the user will be presented with
a form in which to enter a manually assigned IP, as below:

Assign IP

MAC Address |00:07:af:00:00-00
IF Address |192 168.1.208 x|

| Update || Caneal |

When an IP has been manually entered a button is provided to ‘Delete IP’, and
invoking it will allow the user to delete the manual association of an IP to that MAC.
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HELP > BRIDGING Following the Bridging link on the help page, the user or user can see some
information regarding the configuration options in the Bridging category on the left
side of the web management interface.

=N R

P
‘ ULF Lad el

& http://192.168.1.201/main.ssi L~

Qc

File Edit Wiew Favorites Tools Help

(2 192168.1.201 N-TRON Swit... |

ook PTG MW CEPRAY

& @Administration
- @DHCP
~@LLop Administration DHCP LLDP Ports
@FPorts
@ Statistics Statistics VLAN Eridging RSTR
@VLAN ym—— g .
IGMP M-V H-Ring N-Link
@Bridging o =
@RSTP CIP Finmware Confiz F.ate Limiting Uzar hMansgement
@IGMP
- View Other
@N-Ring
@N-Link
ace Bridging A
@ Firmware/Config

@ Support | R .
@Rats Limiting Erndging group iz dnvidad into four catagoriss:
1. Azing Time ZI.Uicast Addresses 3. MNulticast Addresses 4. Show MAC by Port

B e L M e o e i

‘@ User Management

Aging Time:|Thiz configurable fisld displavs the aging time for dymamically leamed MAC
addreszes. The insctive members will be removed from the Hardware Address
Entry 1z after thiz ime period. The azing time ranze shonld be 5-1000000
zeconds. The defnlt aging tme iz 20 seconds.

ki @ lLogout

© 2016 Red Lion Contrals, Inc.
All rights reserved.
http://vownw.redlion.net

Unicast Addresses

Thiz paze shows the exizting matic Unicast MAC Addreszes
ALAC Address:|The static MAC addres:s to be configurad to the device.
Port:-|Port which the static Unicast MLAC address i= to be confizured.
VLAN ID:|VL AN in which the MAC addres: iz azzizned. The rangs iz 1-4004

Logged in as: admin

Multicast Addresses

Thiz paze shows the existing static hMulticast Group Addresses
Multicast Address:|The static Multicast zroup addrezs to be confizurad to the device.
Port List:|List of poms associsted with this Mulicast group address.
VLAN ID:|VL AN in which the MMulicast group address iz szsizned. The range iz 1-4004.

Show MAC by Port

This feature shows the MAC address of a device connected to each switch port and the [P Address azsocizted
with that MAC.

Active IF Probe:|Thiz fizld is confizurable nzing the Modifr bumon, and al=o displays the existing
Ensbled or Disabled stams of this featmre. The default is Disabled. When dissbled
the switch generates no Ethenet waffic, it can sill prezent :ome mformation
Lga‘lh.era:l pazaively.

Port No:|The number of the port.

Port Name:|The descriptive name of the port.
AAC Address:|The MAC Address of the device on that port. [f more than one device iz on that
port, then the lowsst alphamuneric of those RMNAC addresses iz shown and
underlined. Mote that the lowest BAC knowm at 2 port iz not neceszanly the
nearast neizhbor.
IP:|Auto-detectad or manually entered IP address. If the feamre iz enabled, mamally
entered IP values are underlined and validated. A validated IP for that MAC will
e presented n green and if validation fails {or the feamare iz dizabled) the IP will
be red and underlinad. Mote thar zome devices do not have an [P Addresz, and thar
zome devices that do have an [P Address may not respond to the methods nsed to
detect their IP Addres:.
Mannal Entry:|When there iz 2 MAC address for the port, and an IP was not dynamically
determined, s butten iz provided here to " Azzizn [P" manually. When an IF haz
bean manually entered 2 burton iz provided here to "Delete TP, and invoking it
will delete the manual azzociation of an IP o that MAC.
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RSTP

RSTP > CONFIGURATION The Configuration tab under the RSTP category will display the RSTP information for
the first VLAN. Using the pull-down menu at the top of the page an user can choose
which VLAN to configure RSTP on. Once the VLAN is selected, the user may
configure the bridge by clicking on the ‘This Bridge Configuration’ link in the middle of
the page.

RSTP Configuration View

1 - Default VLAN v

RSTP Root Bridge Configuration

32768 80:00:00:07:afee:36:51 0 0 16 1 13

This Bridge Configuration

1 13 16 32768 | Fast False 0

The configuration screen for the selected VLAN will look like the example below. Here
the user can make changes such as the Hello Time, Forward Delay, Max Age,
Priority, and the Status of RSTP on that VLAN. The user or user can see the current
RSTP status of the ports on that VLAN by clicking on the ‘here’ link to view RSTP Port
Configuration at VLAN#.

RSTP Bridge Configuration For VLAN 1

Hello Time |[] |

Forward Delay |13 |
Max Age |1E |
e

Status || Fast hd

Click here to view the RSTP port Configuration at WLAN 1

| Update || Cancal |
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@ Note: Itis recommended that RSTP networks consist of RSTP capable switches.
Trunking must be disabled in order to use RSTP.
Do not create redundant links unless either RSTP or N-Ring is enabled.
RSTP on overlapping VLANSs is not supported and the system will
automatically disable RSTP on all but the lowest VID VLANs that have
overlapping ports.

Following the link for the view RSTP Port Configuration at VLAN#, the user or user
can see the current RSTP status of the ports on that VLAN. This will show information
such as the Path Cost and the Port State. If the switch sees a redundant path it will put
the port with the highest Path Cost into Blocking mode where it will discard packets
coming in on that port. In the example below, TX3 is a redundant port with port TX2,
therefore TX2 is forwarding and TX3 is discarding.

RSTP Configuration View For VLAN 1

Disabled | 200000 128 Mo | Ensbled | Dizsblad | 00:00:00:00:00:00:00:00 00:01

TX1
THZ | Disabled | 200000 128 Mo | Ensbled | Dizsblad | 00:00:00:00:00:00:00:00 00:02
T33 | Disabled | 200000 128 Mo | Ensbled | Dizsblad | 00:00:00:00:00:00:00:00 00:03
04 | T34 | Disabled | 200000 128 Mo | Ensbled | Dizsblad | 00:00:00:00:00:00:00:00 00:04
TS
THE
X7
THE

Disabled | 200000 128 Mo | Ensbled | Dizsblad | 00:00:00:00:00:00:00:00 00:05
Disabled | 200000 128 Mo | Ensbled | Dizsblad | 00:00:00:00:00:00:00:00 00:06
Disabled | 200000 128 Mo | Ensbled | Dizsblad | 00:00:00:00:00:00:00:00 00:07
Forwarding | 200000 128 Mo | Ensbled | Dizsblad | S0:00:00:07:afef:78:el 00:08
e | FX1 Disabled | 200000 128 Mo | Ensbled | Dizsblad | 00:00:00:00:00:00:00:00 00:08
10 | FX2I | Disabled | 200000 128 Mo | Ensbled | Dizsblad | 00:00:00:00:00:00:00:00 00:0a
11 | GE1 | Disabled 20000 128 Mo | Ensbled | Dizsblad | 00:00:00:00:00:00:00:00 00:0b
112 | GB2 | Disabled 20000 128 Mo | Ensbled | Dizsblad | 00:00:00:00:00:00:00:00 00:0c

| <<Back || Refresh |

If the user selects one of the ports on the previous screen, he or she can change the
Port’s Path Cost, Priority, and the status of Admin Edge and Auto Edge.

RSTP Bridge Port Configuration

Path Cost |[7 |
sl
S

| Update || Canesl |
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HELP > RSTP Following the RSTP link on the help page, the user or user can see some information
regarding the configuration options in the RSTP category on the left side of the web
management interface.

[E=E(E=R ===
G' )| http://192.168.1.201/mair p-c H & 192168.1.201 N-TRON Swit... | ‘ 1ok LE
File Edit View Favorites Tools Help

z Administration DHCP LLDP Ports
- @ Statistics Statistics VLAN Eridging RSTP
E' :glr_igging IGMP WView N-Ring N-Link
. CIP Finmware'Confiz F.ate Limiting User Management
@ H-View fiz
@ MN-Ring
@MN-Link < =
@cie RSTP - Rapid Spanning Tree Protocol A

@ Firmware/Config
@ Support

VLANW - is nza = vhich VL AN to o a.
@FRate Limiting The VLAN pull-down mann is nsed to select which VL AN to confizurs

_Use.r N:a n.agernent ITote: In order to accommodate legacy devices, use these values for RSTP: Aute Edge Dizabled Hallo Time 1,
- WLogical View Forward Dalay 15, and Max Age 20.

i dHome

- @Config BSTP Root Eridee Confizuration

o "t':":‘ ; Raat Priorify |Priority of the roat bridz.

Moot Desiznated Root:|The unique Bridge Identifier of the bridze recorded 3= the root in the Foot
Idenrifier parameter of Confizuration BEDUs transmirtad by the Desiznated
Eridze for the LA,

Path Cost:|The cost of the path to the root offered by the Dezignated Port on the LAN.
Port:{Ths Pore Idenrifier of the Eridza Port belisved to be the Dexiznated Port for the
Logged in as: admin LA,

Alax Age:|The maxinmum age of received protocel information befors it is discardad.

Hello Time:|The time interval between the oansmizsion of Configuration EPDU: by a bridze
that iz amrempting to bacome the Fioot or is the Foot.

Forward Delay:{Ths time spent in the Listening State while moving from the Blockinz State to the
Learming State.

& 2016 Red Lion Controls, Inc.
All rights reserved.
hitp:/fvoww.redlion.net

This Bridge Confizuration
Hello Time:|Thiz confizurabls fizld shows the value of the Hello Time paramster when the
bridze iz the oot or iz enempting to become the Foot. The range iz generally
1-10, but conzult the uzer mannzl for other constraintz. The default value is 1
econd.
Forward Delay:|The tims zpent in the Listaning State whils moving from the Blodking 3tate to the
Leaming State. The range is generally 4-30, but conszult the uzer manual for other
constraintz. The default value is 13 seconds.
Alax Age:|The value of the hax Age parameter when the bridze is the Foot or iz amempting
to bacome the Foot The range ix genarally 6-20, bur consult the wser marnal for
other constraintz. The default value is 14 szconds.
Priority:|Thiz configursbls fisld shows: the existing prionty of the salectad VLADT. The
range should be 0-§1440. The default vale iz 32768,
RSTP Status:|Thiz confizursble fisld shows: the existing statuz of B2 TP protocol, whether it is
FastFarce STP/Disable.
Topology Change:|This will be frus when topology change is detectad.

Topolegy Count-[lTumber of topology chanses.

Bridee Port Confisuration
Port Noz|The number of the pore.

Port Wame:|The descrptve name of the poit.

Port State:|Thiz fisld shows the current RETP status for each port It may be Dizszbled,
Drizcarding, Leaming or Forwarding
Path Cost:|This field shows exizting path cost of 2 port. If configured o 0, the path costwill
e sutomatically caloulated using the acmual speed of the port; otherwize the
confizured value will be uzed. The confizurad range should be 0-200000000.
Priority:| Thiz confizsurable field shows existing priority of a port. The range should be
0 .
STP BPDU:|Thiz field shows that the older slower STE timing iz being uzed 2: confizured or
berzuss an old STP EPDU has been received on thiz port.
Ante Edge:|This confizurable field specifies the use of faster timeowt n swaitng BEPDU:, It w
may have to be dizabled for 2 very larze network.
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IGMP

IGMP > CONFIGURATION The Configuration tab under the IGMP category will display the IGMP basic
configuration settings. By default, IGMP is enabled.

IGMP Configuration View

IGMP Status | Enabled

Query Mode | Auto

Router Mode | Auto

Remove Unused Groups |

Manual Router Ports | (INone)

N-Ring Router Ports | (INone)

N-Link Router Port | (INone)

Active Querier IP | 192.168.1.201

| Modify || Refresh |

By selecting Modify, the user will see a list of configurable fields for the IGMP
configuration. Once these fields are filled in to meet the needs of the user’s network,
the changes may be updated by clicking the Update button at the bottom of the page.

IGMP Configuration

IGMP Status | Enabled -

Query Mode | Aytp ~

Router Mode | Auto -

Remove Unused Groups

Manual Router Ports | F.1vy [y [(rxs [Dxs

Crxs Crxe O Cexz

[ Select All ” Select Mone ]

The IGMP Status pull-down allows the user to enable or disable IGMP completely.
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IGMP Configuration

IGMP Status | Enabled | |

Disabled |
Quesy Mode: | rzmyraryen

Router Mode | Ajtn -

Remove Unused Groups

Manual Router Ports | Ml [Fyxs Crxs x4

Cmxs Cmxe O [CExe

[ Select All ” SelectMone ]

’ Update ” Cancel ]

The Query Mode pull-down allows the user to set query mode for Automatic (the
default), On (always), or Off (never):

IGMP Confiquration

IGMP Status | Engbled -
Query Mode | Ayto B
Router Mode 81: | -
Remove Unused Groups ﬁ
Manual Router Ports

O Oz O3 Cxe
Mrxs Cmxe O [ClExz

’ Select All ” Select None ]

[ Update ” Cancel ]

The Router Mode pull-down allows the user to choose router mode. ‘Auto’ allows for
dynamically detected and manually set router ports. ‘Manual’ allows only for manually
set router ports. ‘None’ allows no router ports.

IGMP Configuration

IGMP Status | FEpgbled
Query Mode | Ayt ~
Router Mode | A 10 B
None '
Remove Unused Groups Manual
Manual Router Ports

T2 [MTx3 [CTx4
COrxs Mtxe [Cexa MFx2

[ Select All ” SelectMone ]

[ Update ” Cancel ]

N-Tron® Series 700/7000 Managed Industrial Ethernet Switch
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If Remove Unused Groups is checked then unused IGMP Groups will be removed
and traffic with those multicast addresses will be treated as normal multicast. If
unchecked, then unused IGMP Groups are not removed and traffic with those
multicast addresses will be limited. The default is checked.

Note: IGMP Groups are not retained through a power cycle.

IGMP Configuration

IGMP Status | Cpabled -

Query Mode | Auto =

Router Mode | Ao -

Remove Unused Groups

Manual Router Ports M Mmxa Drxs [lrxe

(s DOmxe Dex CExz

[ Select All ” Select None ]

[ Update ” Cancel ]

The user can specify the manual router ports:

IGMP Configuration

IGMP Status | Epabled -

Query Mode | Auto «

Router Mode | Mgnual -

Remove Unused Groups

Manual Router Ports W Mz Witxs [Txe
Orxs Mitxe [ MFxe

’ Select All ” SelectNone ]

IGMP > SHOW GROUPS The Show Groups tab under the IGMP category will display a list of IGMP groups
based on the Group IP and its associated port number.

IGMP Group View

I Total Number Of Active IP Group Memberships | 2 I

224.0.0.252 TX6 1

239.255.255.250 TX6 1
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IGMP > SHOW ROUTERS The Show Routers tab under the IGMP category will display a list of Auto-detected
Router IPs and the port numbers that they are associated with.

Auto-Detected Routers View

192993 TX6
192.168.1.231 TXB
192.168.1.242 TXS8

— | e

192.168.1.232 TXS8

IGMP > RFILTER PORTS The ‘rfilter’ (Router Multicast Data Filter) function allows you to choose whether or
not DATA frames with KNOWN group multicast addresses are sent to the ‘router’
ports (links to other switches). Control packets (Join, Leave) will be sent to the
router(s) regardless of this setting. “KNOWN” is known from dynamic IGMP Snooping
operations.

The factory default is that the Router Multicast Data Filter is enabled for all ports, so
any router ports do NOT get DATA frames with KNOWN multicast destination
addresses unless a join to a specific multicast address has been received on that port.
Joins override an rfilter.

If filter is disabled, router ports do get DATA frames with KNOWN multicast
destination addresses.

Rfilter can be set for individual ports: any, all, or none. For each port, rfilter will have
an impact only if that port is manually or dynamically chosen as a router port.

DEFAULT CONFIGURATION

IGMP RFilter Configuration View

01 Enshled
02 Enzbled
03 Enshled
04 Enzhled
05 Enszbled
0§ | THS | Ensbled
07 | TXT | Ensbled
08 | THE | Enshled
09 | FX1 | Ensbled
10 | FX2 | Ensbled
11 | GE1 | Enzhbled
11 | GEI | Ensbled

HHEIEE
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MODIFYING RFILTER PORT SETTINGS

IGMP RFilter Configuration

o ] TH1

&)

(5]
i
3

[=]
M E| R R R R R E
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HELP > IGMP Following the IGMP link on the help page, the user or user can see some information
regarding the configuration options in the IGMP category on the left side of the web
management interface.

Q! o-c
File Edit View Favorites Tools Help

N-TRON

|:7; http://192.168.1.201 /main

(2 192.168.1.201 N-TROM Swit... | ‘ {nr 9.0 £o3

A PACRRTIIAL METWOMN COMPANY

B @Administration

H- @DHCP

g Administration DHCP LLDP Fart=

E| Statistics VLA Endging RETP

g IGME H-View M-Fing M-Link

E‘ CIP Firmware/Config Fuaate Limiting User hanagemant
Bl

- Othar

E +

E -

ok IGMP - Infernet Group Management Protocol A
E -

g IGME group consizts of four categaries:

l. Confisuration 2. Show Groups 3. Show Routers 4. FFilter Poniz

Configuration
IGMP Statny: [Indicstas whather IGMP is enablad or dizabled.
Query Mode: |Specifies the quary mods 1o be uzed. The defanlr iz Ao,
Autas - Wultiple switches will ensure that enly one switch is the active

querier.
[ 2016 Red Licn Controls, Inc. On - Thiz switch is always an active querier.
All rights reserved. O - This switch never gueries.
hitp:/ffwww.redlion.net Router Mode: |Specifies the routsr mode to be uzed The defaulr iz Auto.
Aunts - Allows for dvnamically detected and mamially z2t router ports.
Logged in as: admin NIarmal - Allows only for manually et router pons.

Mone - Allows no routsr ports.

Remove Unused Groups|If checked then wmsed IGMP Croups will ke ramoved and traffic with thoss

raulticast addresses will be treatad 2= normal rulticast. If unchecked, then

junuzad JGLIP Groups are not removad and wraffic with those multicast addreszes

will be limitad. The defanlt is checked 2ote that IGMP Groups are not retained

fthrough a powsr cvcle.

Alanual Router Ports: |Port or ports that are specified as router ports mammally.

N-Ring Fouter Ports:|On an W-Fing Manager, the ring poris are mformatively shown as rowtsr ports.
N-Link Router Port: |On }-Link Master, Slave, and Coupler saitches, the coupler port iz

informatively showm a3 @ router port.

Active Querier IF: |IF of the Active Quernier iz informatively showm.

Show Groups
Total Number of Active IP|Totzl Mumber of Active Group IP hMambership: based on the dorted quad
Group Memberships:|view and counting each joined port
Group IP:|Drmamically created hlulticast group [P address.
Port Name:|The descriptive name of the port.
VLAN ID:[VLAMN in which the Group IP iz azxizned. The range iz 1-4004.

Show Eouters

Router IP: | Auto-detected router ID addresz,

Port Name:|The descriptive names of the port.
VLANID: VL AM in which the Routsr IP iz azzigned. The rangs iz 1-4004

EFilter Poris
Port No:| The number of the port.
Port Name:|The dascriptive name of the port.
BFilter State:|Stats of whather FFilter iz ensbled or dizabled for a port. IF TGP i= enabled and
3 port iz 2 ‘router port’, then FFiltar enablad stops IGME zroup data from
egrezzing on the port unlesz 2 jomn to that specific IGME group has come mto the
port. IGAP controls (Join, Leave, Queary) are still sent. W
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N-View™

N-VIEW > CONFIGURATION The Configuration tab under the N-View category will display two basic variables for
N-View, the status and the interval between packets.

N-View Configuration View

N-View Status | Enabled

MN-View Imterval | 5

By selecting Modify on the above example, the user can modify the variable to change
the frequency with which N-View reports information. Increasing the interval will slow
the update rate. Decreasing the interval will allow N-View to report more frequently.
Additionally, you may Disable or Enable N-View altogether.

Modify N-View Configuration

¥-View Stafus || Enabled
]

N-VIEwW > PORTS The Ports tab under the N-View category will display a list of all the switch ports along
with the ports transmitting multicast packets and MIB stats respectively.

N-View Ports View

TX1 YES YES
02 YES YES
36 YES YES
T34 YES YES
TS YES YES
THE YES YES
7 YES YES
T8 YES YES
Fx1 YES YES
FX1 YES YES
GE1 YES YES
GB2 YES YES

By selecting Modify on the above example, the user can modify these two variables to
enable or disable multicast out of a port and if MIB statistics are sent out for those
ports.
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Modify N-View Ports

T1 | |
=2 | |
i ] ]
T4 | |
T3
=
=7
EE | b1
FX1 | |
T | |
e | |
= | |

HELP > N-VIEW Following the N-View link on the help page, the user or user can see some information
regarding the configuration options in the N-View category on the left side of the web
management interface.
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File Edit View Favorites Tools Help

Bl @ Administration .
- @DHCP
H-@LLop Adminismation DHCP LLDP Par:

B @Parts
- @ Statistics Sratistics VLAN Bridging RETP
g: :g::ging IGMP N-View N-Ring N-Link
E| @RSTP CIP Firmyware/Confiz Fate Limiting User hanazement
5 @IGMP

Bl @ N-View

El- @N-Ring

Bl- @N-Link

El- @CIP

& @ Firmware/Config ————
&- @Support N-View ~
El- @Rate Limiting

-~ @User Management
 @logical Wiew

W-View group consistz of to categories:
1. Configuration 2. Portz

" @Home

oy Configuation

[ MHelp I N-View Status|Global -View starus of exabled or disabled, ]
il | ?{-Tiewlmerral:lﬁln‘ba] interval in seconds for autocasting MIB counters. |

© 2016 Red Lion Controls,
Inc. Ports
All rights reserved. Port Name:|The descriptive name of the port.
http:/fwvrv.redlion.net Aunlticast on Port?:|Specifies whether or not to send anrocast packets on thiz part
v Send MIB Stats?:|Specifies whether or not to send this port's MIE countars inside autocast packets. v

Logged in as: admin
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Web Software Configuration
N-Ring™

N-RING™

N-RING > CONFIGURATION This tab displays the N-Ring basic configuration settings. By default, N-Ring is in Auto

Member mode and the N-Ring Aging Time is 20 seconds.

N-Ring Mode Configuration View

| N_Ring Mode |Aut{: Dz I

[ Aging Time |20 |

I * Switch is currently using Bridging Aging Time = 20 secs I

By selecting Modify on the above example, the user will see a list of configurable
fields for the N-Ring configuration, as below.

Modify N-Ring Mode Configuration

| N-Ring Mode

[Auto Memberld||

el

[ sing Time

N-RING AGING TIME

The N-Ring Aging Time has a default of 20 seconds and is separate from the Bridging
Aging Time. N-Ring Aging Time overrides the Bridging Aging Time when the switch is
an N-Ring Manager or becomes an active N-Ring Member.

CONFIGURATION NOTES
* N-Ring Manager cannot have RSTP or Trunking enabled.

*+ RSTP & N-Ring are different modes and cannot share links or segments
along those lines.

+ See the examples in the RSTP configuration section.

* Do not use Trunking on an N-Ring manager. Do not connect the N-Ring to
actively Trunking ports on an Auto Member.

* Do not create redundant links unless either RSTP or N-Ring is enabled.
* Any one 700/7000 can only participate in one N-Ring.

* N-Ring copper ports must be run at 100Mb full duplex, including the default
‘autonegotiate’ as long as all switches in the ring support 100Mb full duplex.
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N-RING MODE
The “N-Ring Mode” is one of three: Auto Member, Manager or Disabled.

Modify N-Ring Mode Configuration
|

N-Ring Mode | 0 ENEES

|

If N-Ring Mode is “Manager”, then a pull-down allows selection of ports available for
use as N-Ring ports. The port sets vary depending on the switch model.

(Model 708FX2 shown below)

| eine Time

Modify N-Ring Mode Configuration
[Mansger V]|
Aging Time

N-Ring Ports
TA7 [ TX8
VLAN ID

Tegging

(Model 7012FX2 shown below)

I N_Ring Mode

Modify N-Ring Mode Configuration
[ -ine Mode [[Manager ]|

Asing Time |[T371/ 172
FX1/Fx2
N-Ring Ports |[E5 1IEH

VLANID |[3333
Tagging

If N-Ring Mode is “Manager”, then VLAN ID can be set to a unique VLAN id

(1 ~4094). Default is 3333.

If N-Ring Mode is “Manager”, then a pull-down allows selection as to whether the
N-Ring ports are members of the VLAN’s Tagged or Untagged ports. Default is
Tagged.
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N-Ring™

Modify N-Ring Mode Configuration

| N-Ring Mode

Manager A |

Aging Time
N-Ring Ports || TX1/TX2 v
VLANID | (3333

Tagging gged
Untagged

@ Note:

Since VLANs are implemented for security reasons as well as traffic flow,
N-Ring only makes minimal changes. It is up to the user to ensure that
VLANSs are configured correctly on the N-Ring manager and all N-Ring
members.

@ Note:

When the N-Ring manager and all N-Ring Members are in defaults,
changing the N-Ring manager to use a Tagged VLAN requires no user
interaction to allow non-ring traffic to pass through the ring. This works
because changing to a Tagged VLAN does not remove the ring ports from
the default VLAN.

@ Note:

When the N-Ring manager and all N-Ring Members are in defaults,
changing the N-Ring manager to use an Untagged VLAN other than VID 1,
requires the user to add non-ring ports to the N-Ring VLAN to allow non-
ring traffic to pass through the ring. This occurs because the N-Ring ports
must be removed from VID 1 because an untagged port may only be a
member of one VLAN.

N-RING > ADVANCED If switch is an N-Ring Member, the following settings will be shown:

CONFIGURATION

N-RING MODE
Current N-Ring mode of switch.

KEeP-ALIVE TIMEOUT

Keep-Alive timeout is used when switch is active in an N-Ring. The range is
5-1000000 seconds.

N-Ring Advanced Configuration View

| w-Ring Mode | Ao dgamber |

[ Keep-Alive Timeout (secs) | 31 |
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Modify N-Ring Advanced Configuration

| »-Ring Mode | Auto Member |

| Keep-Alive Timeout (Su:i}l |

If switch is an N-Ring Manager, the following advanced configuration data will be
shown:
N-RING MODE

Current N-Ring mode of switch.

SELF HEALTH PACKET INTERVAL:

The amount of time to wait in milliseconds before sending Self-Health packets. The
default is 10.

MAXIMUM MISSED PACKETS
The number of missed Self-Health packets that constitute a fault. The default is 2.

SIGN-ON DELAY

The amount of time to wait in milliseconds before requesting initial sign-on information
from ring members. The default is 1000.

SIGN-ON MATCH PACKETS

The number of times the switch count must match before starting the sign-on process.
The default is 3.

SIGN-ON INTERVAL

The interval of time to wait in milliseconds before requesting subsequent sign-on
information from ring members when the ring is broken. The default is 3000.

SIGN-ON INFO SPACING MULTIPLIER

The amount of time to wait in milliseconds, scaled by switch number, before sending
information to the ring manager. The default is 5.

SIGN-ON INFO RETRY TIMEOUT

The amount of time the ring member will wait in milliseconds for the ring manager to
acknowledge receipt of the member's information before the member tries to re-send
the information. The default is 1500.

DELAY BEFORE RE-ENTERING BROKEN STATE

The amount of time, in milliseconds, that must elapse before the ring is allowed to go
back into the broken state. The default is 3000.

Software Manual

J ®
red Ien 2-76 N-Tron® Series 700/7000 Managed Industrial Ethernet Switch



Revised 2019-01-23 Web Software Configuration

Drawing No. LP0985-A N-Ring™

N-Ring Advanced Configuration View

N-Ring Mode  Manager

Self Health Packet Interval (Msecs) 10

Maximum Missed Packets 2
Sign-On Delay (Msecs) | 1000

Sign-On Match Packets 3
Sign-On Interval (Msecs) 3000

Sign-On Info Spacing Multiplier (Msecs) 3
Sign-On Info Retry Timeout (Msecs) 1300
Delay Before Re-Entering Broken State (Msecs) 3000

[ Modify | [ Refresh |

————  Nmmgox 1]
Modify N-Ring Advanced Configuration

N-Ring Mode Manager

Self Health Packet Interval (Msecs)

Maximum Missed Packets

Sign-On Delay (Msecs) 1000

Sign-On Match Packets
Sign-On Interval (Msecs) | 3000
Sign-On Info Spacing Multiplier (Msecs)

Sign-On Info Retry Timeout (Msecs) | 1500

Delay Before Re-Entering Broken State (Msecs) 3000
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N-RING > STATUS The Status tab under the N-Ring category will display the N-Ring status:

Below is an example of N-Ring Status from a switch in defaults (N-Ring Auto Member)
that is not an N-Ring Manager and has not become an “Active” N-Ring Member:

N-Ring Status View

| N-Ring Mode | Auo Member |

Switch is in Auto Member Datection Mode

Below is an example of N-Ring Status from an “Active” N-Ring Member:

N-Ring Status View

N-Ring Mode Auto Member

Switch is an N-Ring Member

00:07:af ff:af:00

TX1 X2

* Switch is currently using N-Ring Aging Time =20 secs

Below is an example of N-Ring Status from an N-Ring Manager with a healthy N-Ring:

N-Ring Status View

Switch is an N-Ring Manager, using M-Ring Aging Time = 20 Seconds

Refresh every EI secs. Update ] [ Pause ] [Print.. ]

14 Active Members Detected In Current N-Ring (14 reporting)

RM 00:07:afff:8a:80 | 192.168.1.108 | 235255.235.0 |N-Tron Switch %
1 00:07:affFe®20 192.168.1.245 2352352350 N-Tron Switch %
il 00:07:affF:c8:80 | 192.168.1.226 | 255255.235.0 |N-Tron Switch %
3 00:07-af {8260 192.168.1.104 23352332350 N-Tron Switch %
4 00:07:affFb8:00 192.168.1.225 2552332330 N-Tron Switch %
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Below is an example of N-Ring Status from an N-Ring Manager with a faulted N-Ring.
The red fields on the N-Ring Map show problems. Ports that are red indicate that the
port is not linked. MAC addresses that are red indicate that there is no communication
to that switch. The red “Ring Broken” line shows where the N-Ring is broken.

N-Ring Status View

Switch is an N-Ring Manager, using N-Ring Aging Time = 20 Seconds

Refresh every IZI secs. Update ] [ Pause ] [ Print.. ]

The total number of Active N-Ring Members is unknown. {13 reporting)
Switch order may be incorrect and all switches may not be shown.

EM 00:07:afff:8a:c0 | 192.168.1.101 | 233.2535.255.0 | N-Tron Switch

l-"Xl
1 00:07:afff:c8:60 192.168.1.249 233235.255.0 N-Tron Switch %
2 00:07:afff:c0:20 |192.168.1.245 | 255.2535.255.0 | N-Tron Switch %
3 00:07:aff¥:82:80 192.168.1.108 233.235.255.0 N-Tron Switch %
4 00:07:af£F:6d:00 | 192.168.1.211 | 255.2535.255.0 | N-Tron Switch %
3 00:07:af£F:75:80 | 192.168.1.207 | 233.2535.255.0 N-Tron Switch %
6 00:07:af££:75:60 |192.168.1.205 | 255.2535.255.0 | N-Tron Switch %

7 00:07:afff:75:e0 ' 192.168.1.203 235235.235.0 N-Tron Swﬁch

8 - 192.168.1.234 | 2552552550 | N-Tron Switch -

9 00:07:afff-6ce0 192.168.1.210 | 255255.255.0 |N-Tron Swﬁch

FX1
10 00:07:affF75:¢0 192.168.1.237 2552552350 |N-Tron Switch g
11 00:07:affF-75:a0  192.168.1.206 | 2552552350 |N-Tron Switch %
1% 00:07:affF-c8:80 192.168.1.213 2552552350 |N-Tron Switch g
13 00:07:affF8f:c0 | 192.168.1.246 255255233.0 N-Tron Switch %
14 00:07:affF8a:20 192.168.1.102  255255.235.0 \N-Tron Switch g

In rare cases an N-Ring can have a “Partial Fault’. An example of this is to have a
break in just one fiber in a duplex channel fiber pair. The screenshot below shows
N-Ring Manager Status when a ‘Higher’ N-Ring Port (TX2, TX8/FX2) on a 708 model
or (TX2, TX8/FX2, or GB2) on a 7018 model is not receiving self health frames all the
way around the N-Ring, though the other (low TX1, TX7/FX1) N-Ring port on a 708
model or (low TX1, TX7/FX1, or GB1) on a 7018 model is:
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| N-Rinz Partial Fault (TX2 is not receiving self health from TX1) |

N-Ring Status View

Switch is an N-Ring Manager, using N-Ring Aging Time = 20 Seconds

Refresh every IEI secs. Update ] [ Pause ] [F’rint.. ]

1 Active Members Detected In Current N-Ring {1 reporting)

RM 00:07:affFaf:00 | 192.168.1.238 | 255.255255.0 | N-Tron Switch %
1 00:07:afffae:el 192.168.1228 2332532330 |N-Tron Switch %

The screenshot below shows N-Ring Manager Status when a ‘Lower’ N-Ring Port
(TX1 or TX7/FX1) on a 708 model or Port (TX1, TX7/FX1, or GB1) on a 7018 model is
not receiving self health frames all the way around the N-Ring, though the other (high
TX2 of TX8/FX2) on a 708 model or (high TX2, TX8/FX2, or GB2) on a 7018 model

N-Ring port is:
| N-Ring Partial Fault (TX1 is not receiving self health from TX2) |
N-Ring Status View
Switch is an N-Ring Manager, using N-Ring Aging Time = 20 Seconds
Refresh every IZI secs. [ Update ] [ Pause ] [ Print... ]

1 Active Members Detected In Current N-Ring (1 reporting)
TX2

RM 00:07:affFaf-00 | 192.168.1.238 | 2552552550 | N-Tron Switch <1
TX1

1 00:07:afff-aeel 192.168.1228 25523525350 N-Tron Switch <
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HELP > N-RING Following the N-Ring link on the help page, the user or user can see some information
regarding the configuration options in the N-Ring category on the left side of the web
management interface.

& http://192168.1.201/main.ssi P~a || (22 192.168.1.201 N-TRON Swit... ‘

File Edit View Favorites Tools Help

Agdministration DHCP LLDP Partz
Statisticz VLAM Endging RETP
TGP M-View HN-Fing M-Link
CIp Firmware/Config Fuate Limiting User Kanazement
Other
N-Ring &
*1- @Firmware/Config
- @Support

q @Rats Limiting M-Ring iz divided into two catzgories:
-~ @User Management
@ Logical View

1. Configuration 2. Status

W-Ring Configurstion iz divided into two categomes:

:g;:’;;ig 1. Moda 2. Advanced
i :::I:Ip ; Configuration - Mode
i gaul

13 IfN-Ring mode iz Manager, the following data will be showmn:
=4 201§||R:dhlgope(53:rr\\};§|s. Inc. N-Ring Mode: |"h[anzzer” - Switch is cumrently operating as an IN-Fing Alanager.
4 : Aging Time: |4 zing time nzed when switch iz active in an W-Fing. The ranze

5-1000000

hitp:/fvoww.redlion.net caconds.
Logged in as: admin N-Ring Ports: [Port set uzed as 1-Fing ports on this switch, The user can select an sxisting port
zat.
VLAN ID: [VLAN in which M-Fing ports are assigned The VLAMID iz confizurable and the
ranze iz 1-4004.

Tagging: |Selzction a2 to whether the I-Fing port: ars members of the VLAN's Tagged or
[Untagged ports. MOTE: It is recomnmended to use Tagzad on M-Fing ports.

If ¥-Rinz mode is Aato Member, the following data will be shown:

N-Ring Mode:|" Auto Mlember” - Switch iz owrrently operating 3= an M-Fing Auto Meamber.
Aging Time:| Azing time used when switch iz active in an W-Fing. The range i= 5-1000000

seconds.

Confiznration - Advanced
If M-Ring mode is hManzzer. the following advanced confimuration dats will be shown:

N-Ring Mode:|"Manzger" - Switch is cwrrently operating 3= an M-Fing hanager.
Self Health Packet Interval:| The amount of time to wait in milliseconds befors seanding Seli-
Health packsts. The default iz 10.
Mavimum Missed Packets:| The number of consecutive mizsed Self-Health packets that
comstinare & fault The defaultis 2.
Sign-Omn Delay:| The amount of time to wait in millizeconds bafiors requesting inital
sigm-on mformation from ring members, The defanlt iz 1000.
Sign-On Maich Packeis:| The number of times the switch count must match bafore starting
the sizn-on procsss. The defalt iz 3.
Sign-Omn Imterval:| The interval of time to wait in millizaconds before requesting
sub=eguent sizn-on nformation from ring members when the ring
iz broken The dafault iz 3000.
Sign-Om Info Spacing Multiplier:| The amount of time to wait in millissconds, scaled by switch
number, before sending infonmation to the ring manager. The
dafamlt iz 5.
Sign-On Info Retry Timeout:|The amount of time the ring membsar will wait in millisaconds for
the ring manager to ackmowledze recaipt of the meamber's
information before the member riss to re-send the mformation. The|
dafzult iz 1300
Delay Before Re-Entering Broken| The amount of time, in millizeconds, that must elapse before the

State:rinz iz allowead to go back into the broken state. The defanlr iz 3000
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N-LINK™

N-LINK > CONFIGURATION The purpose of N-Link is to provide a way to redundantly couple an N-Ring topology
to one or more other topologies, usually other N-Ring topologies. Each N-Link
configuration requires 4 switches: N-Link Master, N-Link Slave, N-Link Primary
Coupler, and N-Link Standby Coupler.

STANDARD N-LINK CONFIGURATION (EXAMPLE)

N-Ring . N-Ring
Auto H Nll\l a_r":n{ ;ng ] Auto
( Member 9 Member \
\L =X | & O
Control Port 4 Control Port
Default: TX3 (Auto-Detected)
Control
£ Link k>
\ N-Link Master Partner Link N-Link Slave /
N-Ring Member (N-Ring Segment) N-Ring Member

- b
Coupler Port i Coupler Port
(Default: TX4) Partner Port Partner Port : (Default: TX4)
(Auto-Detcted) (Auto-Detcted) !
Primary Standby
Coupler Coupler
Link Link

Coupler Port
(Auto-Detected)

Coupler Port
(Auto-Detected)

N-Link Coupler N-Link Coupler
N-Ring Member N-Ring Member

N-Ring N-Ring
Auto Auto
Member Member
K N-Ring | ,, J

LL}

Manager

For convenience, a diagram similar to the above is provided in the switch’s browser
help for N-Link.
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CoMPLEX N-LINK CONFIGURATION (EXAMPLE)

N-Ring ) N-Rng N-Ring

Auto H M Auto
( Member anager Member \

{ NRing#1

Control Control Control
;f Link #1 q; ;f Link #2 # ;F Link #3 q;
N-Ring AM N-Ring AM N-Ring AM N-Ring AM N-Ring AM N-Ring AM
\—{ NLink Master 2Tt N-Link Slave N-Link Master +—— 2T N-Link Slave N-Link Master {— 2980t N-Link Slave
#1 n #1 #2 n #2 # in #3
x = x # ==
{
Primary Standby Primary Starlmdby Primary Standby
Coupler Coupler Coupler Coupler Coupler Coupler
Link #1 Link #1 Link #2 Link #2 Link #3 Link #3
H
H
N-Link AC N-Link AC N-Link AC N-Link AC N-Link AC N-Link AC
N-Ring AM N-Ring AM N-Ring AM N-Ring AM N-Ring AM N-Ring AM
¢ N-Ring#2 ¢ N-Ring#3 { N-Ring#4
N-Ring N-Ring N-Ring Y N-Ring N-Ring Y N-Ring
Auo f— RN Hyt Cauo Auo f— MR Lyt auo Auo [ MR Lyt auo
Member anager Member Member anager Member Member anager Member

CONFIGURATION NOTES
*  The Master and Slave must be part of the N-Ring topology.

« If using default configuration choices, the user only needs to configure the N-
Link Master. The N-Link Slave and both Coupler switches will auto-detect any
needed configuration.

« If not using default configuration choices, the user may also need to configure
the Default Coupler port on the N-Link Slave.

* There must be a direct link between the Master and Slave Control ports. Use
of media converters or other switches is not supported.

*  There must be a direct link between the Master and Slave Partner ports. Use
of media converters or other switches is not supported.

« There must be at least one other switch, besides the Master and Slave, that
supports N-Link on the N-Ring.

* N-Link will only support a single point of failure. Multiple points of failure and
misconfiguration are not supported and may cause a network storm under
some circumstances.

CONFIGURATION STEPS TO REDUNDANTLY COUPLE 2 N-RING NETWORKS

1. Ensure the Coupler and Control cables are disconnected at this point.
2. Get Both N-Rings working with a status of OK.

3. Configure N-Link Slave: Ensure that the N-Link Slave is set to Auto Configure
and select a Default Coupler Port. Save Configuration.
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4. Configure N-Link Master: Select the Control and Coupler ports. Save the
Configuration.

5. Connect the Control Link cable. Ensure that the Slave switch status now
shows a state of “Slave”

6. Connect the Coupler Link cables.

7. Check N-Link status by selecting the N-Link Status View page.

MODIFYING N-LINK CONFIGURATION

1. The Configuration tab under the N-Link category will display the configuration
settings. By default, N-Link is in Auto Configure mode and will use TX4 as the
Default Coupler port.

2. By selecting Modify on the above example, the user will see a list of
configurable fields for the N-Link configuration, as below.

Modify N-Link Configuration

| N-Link Mode

Auto Configure v I

| Default Coupler Port

o]

3. The port configured as the Default Coupler Port will be used as the Standby
Coupler port if the switch detects an N-Link Master and becomes an N-Link
Slave.

4. Once these fields are filled in to meet the needs of the user’s network, the
changes may be saved by clicking the Update button at the bottom of the
page.

5. The “N-Link Mode” is one of two choices, as below:

Modify N-Link Configuration

N-Link Mode | |20 Conure
|

6. If N-Link mode is “Master”, then the user must configure the Control Port
(default: TX3) and the Primary Coupler Port (default: TX4).

| Default Coupler Port
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Modify N-Link Configuration

I N-Link Mode

Moster M|,

Control Port
Primary Coupler Port

7. Once these fields are filled in to meet the needs of the user’s network, the
changes may be saved by clicking the Update button at the bottom of the

page.

N-LINK > STATUS The Status tab under the N-Link category will display the N-Link status.

If the switch is an N-Link Master or Slave, the following switch status and partner
status information will be shown. Fields with a red background designate a fault
condition.

Table 2-1 Switch N-Link Status

Status Field Description
State: Current N-Link mode of switch.
Control Port: The port being used to convey control information. There must be a

direct link between the Master and Slave Control ports. Use of media
converters or other switches is not supported.

Partner Port: The port being used for normal communication between the N-Link
Master and N-Link Slave switch. There must be a direct link between
the Master and Slave Partner ports. Use of media converters or other
switches is not supported. This port will be detected automatically.

Coupler Port: The port being used to establish a redundant path for Ethernet data
transmission.

Coupler Port State: | Blocking, Forwarding.

Status: No errors will show "OK", otherwise a description of the Faults
detected.

Table 2-2 Switch N-Link Partner Information

Status Field Description
State: Current N-Link mode of switch.
MAC: The MAC Address of the N-Link Partner switch.

Coupler Port State: | Blocking, Forwarding.

Status: No errors will show "OK", otherwise a description of the Faults
detected.

If switch is an N-Link Auto Configure and not a Slave, the Coupler port, if known, will
be shown.
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Table 2-3 Switch N-Link Auto Configure Information

Status Field Description

N-Link State: Current N-Link mode of switch.

Coupler Port: The port used to establish a redundant path for Ethernet data
transmission. This port will be detected automatically.

Below is an example of N-Link Status from a switch in defaults (N-Link Auto
Configure) that is not an N-Link Master and has not become an N-Link Slave or an
N-Link Coupler.

N-Link Status View

N-Link State | Awto Configurs
Conpler Port | (I7ons)

Below is an example of N-Link Status from an N-Link Coupler switch:

N-Link Status View

N-Link State Auto Confizure
Coupler Port TX4

Below is an example of N-Link Status from an N-Link Master switch:

N-Link Status View

State | Master
Control Port T3
Partner Port TXI1
Coupler Port TX4
Coupler Port State  Forwarding
Status OK

State | Slave

MAC 00:07:affe:afc
Coupler Port State  Blocking

Status OK
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Below is an example of N-Link Status from an N-Link Slave switch:

N-Link Status View

State | Slave
Control Port T3
Partner Port TX2
Coupler Port TXH4
Coupler Port State  Blocking
Status OK

State Master

MAC 00:07:affe:cd:40
Coupler Port State Forwarding

Status OK

Below is an example of N-Link Status from an N-Link Master and Slave where the
Primary Coupler link is broken:

N-Link Status View N-Link Status View
State Master State | Slave
Control Port TX3 Control Port TX3
Partner Port TXI Partner Port TX2
Compor . =
Coupler Port State | Forwarding Coupler Port State | Elocking

State | Slave State Master
MAC  00:07:affe:af:c0 MAC | 00:07:affe:c4:40

e S ——
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Below is an example of N-Link Status from an N-Link Master and Slave where the
Standby Coupler link is broken:

N-Link Status View N-Link Status View
State Master State Slave
Control Port | Control Port |

3 TX3

= Coupler Port TX4
Coupler Port TX4

B T Coupler Port State  Blocking
Coupler Port State Forwarding m

State Master

State | Slave ' MAC 00-07:aff38:a0
MAC 00:07:afff%c:e0 Coupler Port State  Forwarding

| Coupler Port State | Blocking : _ Starus Parmer portis not known, |

Below is an example of N-Link Status from an N-Link Master and Slave where the
Control link is broken:

N-Link Status View N-Link Status View
State Master State  Slave
ot [ o>
Partner Port TXI Partner Port TX2
Coupler Port TX4 Coupler Port TX4
Coupler Port State  Forwarding Coupler Port State  Blocking
e | e ]

MAC MAC

Coupler Port State Coupler Port State

Status Statuz

J ®
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Below is an example of N-Link Status from an N-Link Master and Slave where the
Partner link is broken:

N-Link Status View N-Link Status View

State | Master L State Il Slave

I Control Port
Control Port

TX3
TX3 I
Parnrror |

- Coupler Port TX4
C Port TX4 -
oeples Fo Coupler Port State | Blocking

Coupler Port State ' Forwarding

State Master

ke ' MAC 00.07aff38:20
MAC | 00:07-affF9c-e0 Coupler Port State Forwarding

| T e I
| Coupler Port State | Blocking | L _
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HELP > N-LINK Following the N-Link link on the help page, the user or user can see some information
regarding the configuration options in the N-Link category on the left side of the web
management interface.

SN =X

S S
‘ LI Ead 2,05

eir :,\}|-’:e; hitp://192.168.1.201/main

File Edit View Favorites Tools Help

o

(=2 192168.1.201 N-TROMN Swit... |

@ Administration
@DHCP

@LLDF Administration DHCP LLDP Pon=

@Ports
@ Statistics Statistics VLAN Endging RSTP
@VLAN —— o B
@Bridging IGMP H-View N-Fing -Link
@RSTP cIp Fimware/Config Fate Limiting User Management
SIGMP
@H-Viaw
@N-Ring
@HM-Link JE—
acwe N-Link A
@Firmware/Config
Support

@Rate Limiting
@User Management
@ Logical View ;
- Confizuration

@ Home

NECOni If switch is an N-Link Mastar_ the following data will be showm:

:[‘:'P : N-Link Mode] The N-Link mode of switch.

i Control Port:| The Conmrel Port iz used to convey W-Link control information. There mmst be &
diract link berwean the haster and Slave Control ports. Use of media convarters or
other switches is not supported. The defaulr iz T3,

Primary Coupler Port:|The Coupler Port iz uzed to establizh s recundant path for Ethemet data
tran=zmizzion. If the Role of the switch is Master the port will ke 2 Primary Coupler.
The dafzmlt is TX4.

1316110

I-Link iz divided into two catsgories:
1. Confizuration 2. Status

B 2016 Red Lion Contrals, Inc.
All rights reserved.
http:/fwww.redlion.nat

Logged in as: admin

If switch iz an N-Link Awto Confisure the following data will be show:

N-Link Mode:| The N-Link mode of switch.
Diefault Coupler Pori:|The Cougpler Port i= uzed to establizh & redundant path for Ethemet data
wanzmizzion. If the Fole of the switch iz Slave the port will be a Standby Coupler.
Tha dafsult iz TX4.

Status

If switch iz an W-Link haster or Slave, the switch Status and Parmer information will be shown. (Fed backzround
dezignates a fault condition )
State:|Current N-Link mode of switch.

‘Control Port:| The port being nsed to convey control information. There mmst be & direct link
betareen the MMaster and Slave Control ports. Use of media convertars or other
zwitches is not supported
Partner Port:| The port being used for nonnal commmunication between the IN-Link Master and
N-Link Slave switch. There must be a direct link between the Master and Slave
Partmar ports. Use of media comvertars or other switches is not uppored. This port
will ba detected sutomatically.

Counpler Port:| The port being used to establizh 2 redundant path for Ethemet data transmiszsion.
Counpler Port State:|Blocking, Forwarding.

Status:|Mo emmors will show "0OF", otherwize a descripton of the Fanlts detected.

M-Link Parmer Information
State:|Current N-Link mode of switch.
ALAC:| The MAC Address of the IN-Link Parmer switch.
Coupler Port State:|Blockine, Forwardine.
Status:|No errars will zhow “0F", otheraize a description of the Fanlts detected

If switch iz an M-Link Awto Configure and not 2 Slave, the Coupler port will be shown.
N-Link State:|Current N-Link mode of switch.

Coupler Part:| The port uzed to extzblizh a redundant path for Etherner data ranzmizzion. Thiz port
will be detected automatically. L
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Clp™

cip™

CIP > CONFIGURATION The Configuration tab under the CIP category displays basic variables for CIP, and

CIP > STATUS

the status:

CIP STATUS
Enables or Disables CIP on the Switch. Default: Enabled.

MINIMUM MULTICAST RPI:

The minimum Requested Packet Interval for Class 1 (multicast) connections, in
milliseconds. Requests for less than this value will be rejected. Default = 1 second.

MINIMUM UNICAST RPI:

The minimum Requested Packet Interval for Class 3 (unicast) connections, in
milliseconds. Requests for less than this value will be rejected. Default = 1 second.

CIP Configuration View

CIP Status | Enabled

Minimum Multicast RPT | 300 (ms)

Minimum Unicast RPI | 300 (mz)

| Modify || Refresh |

By selecting Modify on the above example, the user can modify the variables.
Additionally, you may Disable or Enable CIP altogether.

Modify CIP Configuration

CIP Status | (Enghbled v

Minimum Multicast RPT ms)

Minimum Unicast RPT ms)

| Update || Cancel |

The Status tab under the CIP category will display the CIP status.
The following switch status and partner status information will be shown:
Table 2-4 Switch CIP Identity Information

Status Field Description

Product Name: Switch Model Number.

Vendor: This is N-Tron's ODVA Ethernet/IP Vendor ID (1006).

Device Type: The ODVA Device Type is Communications Adapter (= 0xOC hex).
Major Revision: The Major Revision of the CIP implementation.
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Status Field Description

Minor Revision: The Minor Revision of the CIP implementation.

Serial Number (hex): | CIP Serial number, unique across all N-Tron CIP devices. This is
the last 4 octets of the base switch MAC.

Table 2-5 Switch CIP Connection Partner Information

Status Field Description
Number of Multicast Current number of CIP Ethernet/IP class 1 (multicast) connections.
Connections:
Number of Unicast Current number of CIP Ethernet/IP class 3 (unicast) connections.
Connections:

CIP Status View

I CIP Status | Enabled I

Product Name | N-Tron T08TX

Vendor | 1006 (N-TRON)

Device Type | 0x0C (hex)
(Communications Adapter)

Major Revision | 1

Minor Revision | 7

Serial Number | 0xAFEE3650 (hex)

Number of Multicast Connections |

Number of Unicast Connections | 0

0 ®
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HELP > CIP  Following the CIP link on the help page, the user or user can see some information
regarding the configuration options in the CIP category on the left side of the web
management interface.

SN =X

S S
‘ LI Ead 2,05

il

& http://192.168.1.201/main.ssi L-c |

File Edit View Favorites Tools Help

(=2 192168.1.201 N-TROMN Swit... |

Fraf M TIAL METWIAX. CEMAN ¥

B @Administration
Bl @DHCP
2 By Administration DHCP LLDP Por:
B @Ports
B~ @ Statistics Statistics VLAN Endging RSTP
g: :‘é::l,';’;ing 1GMD W-View N-Fing M-Link
E‘ @RSTP e Fimware/Config Fate Limiting User Management
E- @IGMP
B @N-Viaw Ll
El- @N-Ring
B @M-Link
oI CIP - Common Industrial Protocol A
&l @Firmware/Config
B @Support o )
5 @Rate Limiting CIP is divided into two categories: .
i~ @User Management 1. Configneation 2. Statues
:h‘l?::l i Confizuration
@ Cenfig CIP Statws: |Indicates whether CTP is enabled or dizshlad.
@Help Minimmam Multicast RPI: |The minirmunn Requestad Packet Interval for Class 1 (nmlticast) connections, in
@Logout jrillizaconds. Fequests for less than thiz value will be rejected.

Alinimum Unicast BPI:|The minimuon Fequested Packst Interval for Clazs 3 (unicast) connections, in
B 2016 Red Lion Contrals, Inc. millizaconds. Fequests for less than thiz valus will bs rejectad.

All rights reserved.
http:/fwww.redlion.nat Statms
| CIP Status: [Indicates whether CIF is enabled or dizabled. |

Logged in as: admin
Tdentity Infonmation:
Product Name: |Switch MModel Mumber.
Vendor: [Thiz i= 21-Tron's 0DV A EtherM=t TP Vender ID (1004).
Device Type: [The ODVA Device Tvpe iz Communications Adapter (= 0z0C hex).
Major Revision: [The hlajor Fevizion of the CIP implamentation.
Minor Revision: [The hlinor Bevizion of the CTP implementation.
Serial Number: JCIP Serial number, unigue across all 2-Tron CIP devices. This is the last 4 octsts
jof the baze switch MAC,

Connection Infonmation:
Number of Multicast
Connections:

Number of Unicast Connections: |Carrent mumnber of CIP Ethemet TP clas: 3 (unicast) connections. L

(Current numaber of CIP Ethemet TP class 1 (multicast) connsctions.
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FIRMWARE/CONFIG

FIRMWARE/CONFIG > TFTP The TFTP tab under the Firmware/Config category gives an administrator the ability to
upload or download a settings configuration file for a 700/7000 model switch. This
allows an user to backup their configurations in case they need to reload their custom
configurations at a later time. An administrator can also download an Image or Boot
Image file to the switch via TFTP, allowing them to update the firmware without losing
their current configurations and without having to send the unit back to Red Lion for
updates. It is important not to cycle power on the switch or interrupt the data
connection between the TFTP server and the switch while downloading or uploading a
file. The switch will not stop working if this does occur, but the user will have to re-
transfer the file.

TFTP - Firmware/Config

Server IP Address (152 165 1.205 |

File Name |?DDSeries.Image |

Transfer Type || Download image from server v|

| Action || Cancel |

TFTP - Firmware/Config

Server IF Address |197 168 1.205 |
Upload saved config to server I

File Name ||Download config from server
Download XML config from server I

i Ly L Download image from server

Download boot image from server

| Action || Cancel |

Download Image

Transferring "Image" from server (192.168.1.12).

Image transferred successfully.
Resetting switch (192.168.1.228)

Please wait...
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HELP > FIRMWARE/CONFIG  Following the Firmware/Config link on the help page, the user or user can see some
information regarding the configuration options in the Firmware/Config category on
the left side of the web management interface.

SN =X

et )| B hitp://192.168.1.201/main.ssi o~ ¢| @ 192.168.1.201 N-TRON Swit... | ‘ T~ % io3
File Edit View Favorites Tools Help

@ Administration
@DHCP

@LLDP

@FPorts

@ Statistics
@VLAN
@Eridging
@RSTP cIe
SIGMP

@H-View

@N-Ring

@HM-Link

@CcIF
@Firmware/Config
@Support

@Rate Limiting
@User Management

Administration DHCP
VLAN

N-View

LLDP Parts
RETP

N-Link

Statistics
IGhDP

Endgims
N-Ring

Fate Limiting User Management

TFTF
Server IP Address:JIP sddress of the TFTP server to which the connection is to be established.

Bl
B
B
B
Bl
B-
B}
B}
-
-
B
B}
B
B}
B}
-

- dLogical View
 @Home

File Name: [ Name of the fil= ta be stored or remievad.

Transfer Type:|Type of tranzfer to be perfonmed. Choices are: Upload confiz to server, Donnload

- @Caonfig
i~ @Help
- @Logout

confiz from server, Download 3L config from server, Dowmnload image from
zarver, and Dowmlozd boot imazs from server.

If Upload or Download Confiz from sarver was selected, these choioss prezent themselves 33 describad:

Main Confizuration Settings{Other than 3P, DHCP, and MAC Security, the other
Checkbox:|nonvolatile setrings ars sxved togsther, and can be upleadsd or

dovmloaded or naither.

B 2016 Red Lion Contrals, Inc.
All rights reserved.
http:/fwww.redlion.nat

Keep Current IP, Gateway and Subnet]
Mask
Checkbox]
ENMIF Configuration| 32T IP relared settings ars saved separately, and can be
Checkbox-juploaded or downloaded separately.
DHCP Server Configuration|DHCP related semings are saved zeparstaly, and can be
Checkbox-juplosdad or downloadad separately.
MAC Secarity Confizuration Settings|Depending on the checkibax below, both mannslly entered and
Checkbox:-|dvnamically leamed suthorizations will be uploadad or
downloaded.
Alanually Configured Only|This checkbor iz finctional if the TWIAC Sscurity Confizuration
Checkbox-|Settings Checkbox' is checked. If selected, MManually
(Configured Only' means that the dvnamically lamed list of
authorized MAC Addreszes will not be uploaded or dovwmloadad
(in context), and only the marmally entered sutherizations will
[==N

(Om a confizuration download the exizting IP, Crat=way, and

Logged in as: admin
Subnet Mask can be retained if desired.

N-Tron® Series 700/7000 Managed Industrial Ethernet Switch
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RATE LIMITING

RATE LIMITING > The Rate Limiting link will display the Broadcast Packet Count Limiting (BPCL)
BroapcasT Configuration for all installed ports. Rate Limiting defaults to 3%.

Broadcast Rate Limit View

b
LSS R B IR LSRR EE RN BELEERN B

| Modify || Refresh |

By selecting Modify on the above example, the user can modify the BPCL Percentage
for each port.

Broadcast Rate Limit Configuration

Port Name
THZ
Broadcast Pass Rate [%] || TX3
TX4
TX5
Cance TX6
TX7
TX8
i have been made that have not been saved|a)

Software Manual
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RATE LIMITING > MULTICAST The Rate Limiting link will display the Multicast Packet Count Limiting (MPCL)
Configuration for all installed ports. Rate Limiting defaults to 3%.

Multicast Rate Limit View

TX1 100
X2 100
X3 100
TH4 100
TXS 100
TX6 100
TX7 100
TXE 100
FX1 100
FX21 100
GE1 100
GBI 100

| Modify || Refresh |

By selecting Modify on the above example, the user can modify the MPCL Percentage
for each port.

Multicast Rate Limit Configuration
Port Name

Tx2
Mfulficast Pass Rate [04] | | 723
Tx4
TX5
-U pdate || CancdTX5
TX7
TXE
Fx1
Fx2
GE1
GB2
All
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HELP > RATE LIMITING Following the Rate Limiting link on the help page, the user or user can see some
information regarding the configuration options in the Broadcast and Multicast rate
limiting category on the left side of the web management interface.

& http://192.168.1.201/main.ssi

P~

(= 192168.1.201 N-TROM Swit... | ‘

=N =)

A Y
LI Lad TynS

File Edit Wiew Favorites

@ Administration
@DHCP

@LLDF

@FPorts

@ Statistics
@YLAN
@Eridging
@RSTP

@ISMP
WH-Yiew
@HM-Ring
@N-Link

[ Jesi]
@Firmware/ Config
- @Support
@FRate Limiting
i @User Management
- @Logical View
- @Home

i~ @Config

i~ WHelp

- @ Logout

Safafofofofafoio ool Rl ool

© 2016 Red Lion Controls; Inc.
All rights reserved.
hitp: {fwww.redlion.net

Logged in as: admin

Tools

Help

Administration DHCP LLDP Port=z
Statistics VLAN Endging RETP
IGMP N-View N-Fmg I-Link
CIe Firmwars/'Canfig Btz Limiting User Mznazesment
Other

Rate Limiting

F.ate Limiting iz divided into two catagories:

1. Broadcast 2. Multicase

Broadcast

Port Name:

The dezcriptive names of the port.

Broadcast Pass Rate [#4]:

This confizurable fisld displays the brosdcast waffic rate. The allowed rangs iz
0-100 and the defenlt iz 3%¢ for 100 Mbps mardieyem capability ports and 1% for
1000 AJbps marinvem capability ports (if any). 10094 i= not limiting,

Multicast

FPort Name:

The descriptive name of the port.

Multicast Pass Rate [#4]:

This confizurable field displays the multicast raffic rate. The allowed range iz
0-100 and the defanle is 100% for 100 Mbps marismm capability ports and 100%
for 1000 Mbps maximum capability ports (if any). 100% iz not limitmge,

M7ote: This also canses Unicast packsts with destinations not in the ARL table to
b rate limited rather than all being flooded.
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USER MANAGEMENT

USER MANAGEMENT > The User Management link will display a list of all the users who have access to the
AUTHORIZED UsErs Mmanagement features of the switch and their access permissions.

Authorized Users

01 | admin adimin

| Add || Remowa || Refrezh |

USER MANAGEMENT > ADD Following the Add button on the above example, the user can add another user and
User assign the user a username, a password, and the user’s permissions (user/user).

Add New User

TUser Name ||| Jser25

Fur [

Access Permission ||[Jz=r

The new user will be added to the table of Authorized Users.

Authorized Users

01 | ademin
02 | Usar2§

11

| Add || Remowa || Refrezh
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User Management

USER MANAGEMENT > In order to remove a user, simply click on the Remove button at the bottom of the
REMOVE USER Page.

Authorized Users

01 | admin admin
02 | Userl§ usar

| Add || Remowa || Refrezh |

Following the Remove button on the above example, the user can remove a user by
entering in the user’'s name and clicking the Remove button.

Remove An Existing User

User Name ||._|ser2|3 x |

| Remowa || Cancel |

The user will be removed from the table of Authorized Users.

Authorized Users

01 | admin adimin

| Add || Remowa || Refrezh |

@ Note: There are a maximum number of 5 users per switch. User access
permissions grants the right to view switch configurations and to view port
settings, but not to make changes to these settings. Admin access
permissions grants the right to change and view switch configurations and
to change and view port settings.

J ®
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Drawing No. LP0985-A User Management

HELP > USER MANAGEMENT Following the User Management link on the help page, the user or user can see some
information regarding the configuration options in the User Management category on
the left side of the web management interface.

=N e

I e
| LI Lad EanS

)| & http://192.168.1.201/main.ssi L~

(22 192168.1.201 N-TRON Swit... ‘

File Edit View Favorites Tools Help

Bl @administration
Bl @DHCP
¥ @Lop Administration DHCP LLDP Por:
5 @Ports
b~ @ Statistics Statistics VLAN Endging RETP
B @VLAN 0 — -
? IGhP N-View M-Rimn| -Link
B~ @ Bridging il &
E- @RSTP CIp Fimware/Confiz Rtz Limiting User Management
H- @ IGMP
Bl @ N-View s
El- @N-Ring
B @ N-Link
B @CIP
& @ Firmware/Config
- @Support
@R Liniting User Management A
i~ @ User Management
“~dLogical View
i~ @Home The User Managament screen allows users to view, add and remove system wser accoumts.

@ Config
-~ @ Help User Manasement
W Logout No.:|User table index

i | User Name:|User name zrins
o AEE Rg ko L le ol s e Access Permission:| A uzer can have Admin (read write) ar Uszer (read-only) privilezes.
All rights reserved.
http://voww.redlion.net . —_— . "o - - = .
- Uzzmames may inchide a1l alphammmerical characters, " " and *-" and pmst be 3 to 15 characters long.
g 2 - Paszwords may include all printable characters except "-" and spaces and must be 3 to 15 characters long. '
Logged in as: admin
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LOGICAL VIEW

The Web Management interface offers a logical view of the switch. Here a user or
user can see a graphical depiction of the switch. Ports that are linked will appear in
green, while ports that are not linked will appear in black.

700 MODEL The example below of an N-Tron Series 708TX model shows ports 1, 2, and 8 linked.
The other ports are currently in the down state (not linked).

N-Tron 700 Series

NRON 70877(

T, T
M

7018 MODEL The example below of an N-Tron Series 7018FX2 model shows ports 1, 2, and 8
linked. The other ports are currently in the down state (not linked).

N-Tron 7018FX2

N- RON 7018/-‘)(2

c:i:u
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CONFIGURATION

The Configuration section of the web management interface gives an user the ability
to save a running configuration into the NVRAM. This allows the switch to remember
any changes after a power cycle.

CONFIGURATION > SAVE The “Save” button will save all current changes made to the configuration for use after
the next power cycle.

CONFIGURATION > RESET The “Reset” button will discard all unsaved changes, reset the switch and load the
most recently saved configuration settings.

CONFIGURATION > FACTORY The “Factory” button will reload the factory default configuration settings. In many
cases it is desirable to restore factory defaults but retain certain settings. Check boxes
are provided to select the desired behavior.

Configuration Save Or Reset

Click "Save" button to save changss to the confisuration.
Save
Click "Fezat” batton to rezet the switch and load the most recently saved confizuration.

FHeset

Click "Factory” burtton to raset switch to factory defaults.

B Eesp current IP addrezz, subnat mazk, and gatewsy.
R Eesp current user names and passwords.

B Eesp currently stored SNMP sartings.

R Eesp currently stored DHCP Server semings.

B Eesp currently stored MAC Security seftings.

J ®
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HELP

HELP > OVERVIEW When the Help link is clicked on, you will see the Overview page containing some
basic definitions and more specific choices in the table at the top of the screen.
Although this screen page is not as detailed as information contained in the manual, it
provides a basic feel for the different switch features. The Help screen displayed with
each menu tree item, when selected from the Help Overview page, is provided within
the manual pages documenting each menu tree item.

(=[O sl

A e TE
(I

e = & http://192.168.1.201/main.ssi L~-a || (2 192.168.1.201 N-TRON Swit... | |
File Edit View Favorites Tools Help

Administration DHCP LLDP Ports
Statistics VLAN Bridging RSTP
IGMP N-View N-Ring N-Link
CIP Firmware/Config Rate Limiting User Management
Other
Overview ~

Firmware/Config

~@TFIP
Support This Help provides information on configuring and monitoring the manageable parameters of the device. The
Rate Limiting major software functions provided by N-TRON WebConsole are:

Services to user's requests: This function of the software is responsible for servicing the user
requests remotely by vsing HT TP protocol.

Graphical Representation: This function of the software shows the graphical representation of the
parameters of each port on the device.

""" @User Management
""" W@Logical View

""" @Home
:ﬁorﬁg Controls in WebConsole

; = Button Field: A field that the user can click to perform operations.
""" @Logout

Radio Button: This field provides a list of choices.
© 2016 Red Lion Controls, Inc. Label Field: A field that displays strings. This is a read-only field.
All rights reserved. List Field: This field provides a list with scrolling capability (a table).
http://www.redlion.net Text Field: A field to enter keyboard input.

Buttons in WebConsole
Modify: Click to change the existing configuration. This will lead to the modification of
configuration parameters for the respective feature.
Refresh: Click to get the latest configuration from the device.

Logged in as: admin

TUpdate: Click to apply the new configuration changes.
Cancel: Click to skip the configuration changes and return to the previous page.
Done: Eetumn to the previous page. v
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Web Software Configuration

Help

HELP > OTHER Following the Other link on the help page, the user or administrator can see some
information regarding other links or categories on the left hand side of the web

manager.

File

SIS s He Bt B

2 http://192,168.1.201/main.ssi

L~

(22192168.1.201 N-TROM Swit... |

o]l ]

A T
LI g Ll

Laf

Edit

@ Administration
@DHCP
@LLDF

@ Ports

@ Statistics
@VLAN

@ EBridging
@RSTP
RIGMP

@ N-View
@ MN-Ring
@MN-Link
@CIF

- @Firmware/Config
- @ Support

@Rate Limiting

~ @User Management
- Logical View

@ Home

i @Config

[~ @Help

@ Logout

{2 2016 Red Lion Controls, Inc.

All rights reserved.
hitp:/fvoww.redlion.net

Logged in as: admin

View Favorites

Tools

Help

Administration

DHCP

LLDP

Pors

Statistics

VLAN

Endging

RETP

IGMP

-Wiewr

N-Ring

IM-Link

CIP

Firmwara/Confiz

Fate Limiting

User hanagemeant

Support Web Site:

Support E-Alail:

Logical View:

Home:

Confiz:

Help:
Logout:

This link leads to the hetp/wrww.n-tron. com bl 'suppart_serv. homl
web site, which iz the official web site of N-TRO Corp., the
developer of the switch softoware.

To zend amy queries or suzzestions to the support team at N-TRON
Corp., the developers of the switch soffware.

Shows a graphical depiction of the switch. Linked ports are
dizplaved in green. The page mutomatically refreshes approximatehy
gvery 30 seconds,

The defanlt home page of the switch. Shows somme basic
information, such as the switch model and firmwars revizion.

To zave or reset the configuration data. This will save the curent
configuration of the device to the flazh for finure use.

Switch Halp.

Logout from the WebConzale.
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SERVICE AND SUPPORT

SERVICE > INFORMATION We sincerely hope that you never experience a problem with any of our products. If
you do need service, call Red Lion at 1-877-432-9908 for Technical Support. A trained
specialist will help you determine the source of the problem. Many problems are easily
resolved with a single phone call. If it is necessary to return a unit to us, an RMA
(Return Materials Authorization) can be obtained on the Red Lion website.

Red Lion tracks the flow of returned material with our RO system to ensure speedy
service. You must include this RO number on the outside of the box so that your return
can be processed immediately.

Be sure to have your original purchase order number and date purchased available.

We suggest that you give us a repair purchase order number in case the repair is not
covered under our warranty. You will not be billed if the repair is covered under war-
ranty.

Please supply us with as many details about the problem as you can. The information
you supply will be written on the RO form and supplied to the repair department before
your unit arrives. This helps us to provide you with the best service, in the fastest man-
ner. Repairs are completed as soon as possible. If you need a quicker turnaround,
ship the unit to us by air freight. We give priority service to equipment that arrives by
overnight delivery.

We apologize for any inconvenience that the need for repair may cause you. We hope
that our rapid service meets your needs. If you have any suggestions to help us
improve our service, please give us a call. We appreciate your ideas and will respond
to them.

For Your Convenience:

Please fill in the following and keep this manual with your Red Lion system for future
reference:

P.O. #: Date Purchased:

Purchased From:

Serial Number:

PRODUCT > SUPPORT

Inside US: +1 877 432-9908 Red Lion Controls
Outside US: +1 717 767-6511 20 Willow Springs Circle
Fax: +1 (717) 764-0839 York, PA 17406

E-mail: support@redlion.net Website: www.redlion.net
Hours: 8:00 am to 6:00 pm EST
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COMMAND LINE INTERFACE

This section provides a detailed description of the Command Line Interface, along
with examples for the commands.

This section includes these chapters:
"Using the Command Line Interface" on page 109
"CLI General Commands" on page 113
"CLI System Management Commands" on page 117

"CLI Configuration Commands" on page 121
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CHAPTER 3 USING THE COMMAND LINE INTERFACE

This chapter describes how to access and use the Command Line Interface (CLI).

The switch can be managed by entering command keywords and parameters at the
switch’s command-line interface (CLI). The CLI can is accessible over a direct
connection to the switch’s serial port or over a network connection using Telnet or
Secure Shell (SSH).

CoNsOLE CONNECTION  To access the switch console through the serial port, perform these steps:

1. At the console prompt, enter the user name and password. (The default user
name is “admin” and corresponding passwords of “admin”. When the user user
name and password is entered, the CLI displays the console prompt N-TRON/
Admin> and enters user access mode.

2. Enter the necessary commands to complete your desired tasks.

3. When finished, exit the session with the “logout” command.

TELNET CONNECTION Telnet operates over the IP transport protocol. In this environment, your management
station and any network device you want to manage over the network must have a
valid IP address. Valid IP addresses consist of four numbers, 0 to 255, separated by
periods. Each address consists of a network portion and host portion. For example,
the IP address assigned to this switch, 10.1.0.1, consists of a network portion (10.1.0)
and a host portion (1).

@ Note: The IP address for this switch is obtained via DHCP by default.

To access the switch through a Telnet session, you must first set the IP address and
gateway of the switch using the SysIP command as described in Chapter 5 CLI
System Management Commands.

If your network is connected to another network outside your location or to the
Internet, you need to apply for a registered IP address. However, if you are attached to
an isolated network, then you can use any IP address that matches the network
segment to which you are attached.

After you configure the switch with an IP address, you can open a Telnet session by
performing these steps:

1. From the remote host, enter the Telnet command and the IP address of the device
you want to access.

2. Atthe prompt, enter the user name and system password. The CLI will display the
“Vty-n#" prompt for the user to show that you are using admin access mode where
n indicates the number of the current Telnet session.

Enter the necessary commands to complete your desired tasks.

4. When finished, exit the session with the “logout” command.

Software Manual
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ENTERING COMMANDS

This section describes how to enter CLI commands.

KEYWORDS AND A CLI command is a series of keywords and arguments. Keywords identify a
ARGUMENTS command, and arguments specify configuration parameters. For example, in the
command “cip -show,” cip is a keyword, -show is an argument that specifies the
desired action to show the CIP™ configuration.

You can enter commands as follows:
* To enter a simple command, enter the command keyword.

» To enter multiple commands, enter each command in the required order. For
example, to enable the CIP configuration, and display the configuration, enter:

N-TRON/Admin> cip enable
N-TRON/Admin> cip -show

+ To enter commands that require parameters, enter the required parameters
after the command keyword. For example, to change the current static IP con-
figuration, subnet mask, and gateway enter:

N-TRON/Admin> sysip -i 192.168.2.119 -s 255.255.252.0 -g 192.168.1.1

MINIMUM ABBREVIATION The CLI will accept a minimum number of characters that uniquely identify a
command. For example, the command “configure” can be entered as con. If an entry
is ambiguous, the system will prompt for further input.

SHOWING COMMANDS If you enter a “?” at the command prompt, the system will display the first level of
keywords or command groups. You can also display a list of valid keywords for a
specific command. For example, the command “igmp ?” displays a list of possible
igmp commands:

N-TRON/Admin> igmp ?

CONFIGURATION Configuration commands are used to modify switch settings. These commands
ComMmANDs modify the running configuration only and are not saved when the switch is rebooted.
To store the running configuration in non-volatile storage, use the config save
command.
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COMMAND LINE Commands are not case sensitive. You can abbreviate commands and parameters as
ProcessING long as they contain enough letters to differentiate them from any other currently
available commands or parameters. You can use the Tab key to complete partial

commands, or enter a partial command followed by the “?” character to display a list of

possible matches. You can also use the following editing keystrokes for command-line

processing:
Ctrl-A Shifts cursor to start of command line.
Ctrl-B Shifts cursor to the left one character.
Ctrl-C Terminates the current task and displays the command prompt.
Ctrl-E Shifts cursor to end of command line.
Ctrl-F Shifts cursor to the right one character.
Ctrl-K Deletes all characters from the cursor to the end of the line.
Ctrl-L Repeats current command line on a new line.
Ctrl-N Enters the next command line in the history buffer.
Ctrl-P Enters the last command.
Ctrl-R Repeats current command line on a new line.
Ctrl-U Deletes from the cursor to the beginning of the line.
Ctrl-w Deletes the last word typed.
Esc-B Moves the cursor back one word.
Esc-D Deletes from the cursor to the end of the word.
Esc-F Moves the cursor forward one word.
Delete key or Erases a mistake when entering a command.
backspace key

CLI COMMAND GROUPS The system CLI commands most frequently used with these switches can be broken
down into the functional groups shown below.

Command Group Description Page
General Basic commands for entering access mode using login, | page 113
restarting the system, or quitting the CLI - logout
System These commands are used to set the system IP page 117
Management configuration mode, system configuration, and monitor
system errors.
CLI Configuration Show or set the Mirror, SNMP, IGMP, N-Ring™, N- page 121
Commands View™ or

CIP Configuration. Show, add or delete ARL entries.

Save or reset configuration settings. Show or clear
system errors

3 ®
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CHAPTER 4 CLI GENERAL COMMANDS

These commands are used to control the command access mode, configuration
mode, and other basic functions.

Command Function

? (Help) Shows a list of all commands or to get help on a specific command.
Logout Logout of console interface.

Ping Confirms connectivity with a Host.

Reset Restarts (reboot) the switch.

Sysinfo Shows the switch system information.

? (Help) Show a list of all commands or get help on a specific command.
Without cmd, this command will list all the available commands.

If cmd is specified and if it matches a specific command, the usage of the command
will be displayed; otherwise, if cmd matches the prefix of a command, the name of the
command will be listed.

If ? is preceded by another ?, the usage and description of this command will be
displayed.
SYNTAX

? [emd]
PARAMETERS

cmd

The command for which to get help.

DEFAULT SETTING

None

EXAMPLE

N-TRON/Admin> ?
The above command displays all the available commands.

N-TRON/Admin> abcd ?
Unknown Command: "abcd"

Type "?" for a list of available commands.
N-TRON/Admin> logout ?
Logout

Log out of console interface.

SYNTAX:
Logout

J ®
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N-TRON/Admin> ? pi

Ping
Ping a host.

N-TRON/Admin>? ?

?
Show a list of all commands or get help on a specific command.

SYNTAX:
? [emd]

OPTIONS:
cmd : The command for which to get help.

Logout Used to log out of the console interface and end a command session.

SYNTAX
logout
PARAMETERS
None
DEFAULT SETTING
None
EXAMPLE

N-TRON/Admin> logout

Ping Use to ping a host to confirm connectivity.

SYNTAX
ping [-t] [-n count] [-w timeout] target_name
PARAMETERS

target name
IP address or host name

-t
Ping the specified host until stopped.
To see statistics and continue - type Space;
To stop - type Control-C.
-h count
Number of echo requests to send.
-w timeout

Timeout in milliseconds to wait for each reply.
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DEFAULT SETTING
None

EXAMPLE

N-TRON/Admin> ping 192.168.1.119
N-TRON/Admin> ping —n 6 192.168.1.119
N-TRON/Admin> ping -t 192.168.1.119
N-TRON/Admin> ping —w 2000 192.168.1.119
Reply from 192.168.1.119: time=970ms
Reply from 192.168.1.119: time<10ms
Reply from 192.168.1.119: time<10ms
Ping statistics for 192.168.1.119:
Packets: Sent = 4, Received = 3, Lost = 1 (25% loss)

Approximate round trip times in milliseconds:
Minimum = Oms, Maximum = 970ms, Average = 320ms

Reset Used to reset (reboot) the switch.

SYNTAX
reset
PARAMETERS
None
DEFAULT SETTING
None

EXAMPLE

N-TRON/Admin> reset

Preparing for reset.
Cleaning up...
Browser will be redirected to 192.168.1.250.
Disabling SNMP...
Disabling DHCP...
Disabling CIP...
Locking out other processes...
Disable preemption...
Resetting device...
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Show System Used to display the system information of the switch.

Information
SYNTAX

sysinfo
PARAMETERS

None
DEFAULT SETTING

None

EXAMPLE (708TX MODEL SHOWN)

N-TRON/Admin> sysinfo

L
+

+ N-Tron 700/7018 Series

¥

R st B

+
+ Model: 708TX

+ Boot Loader: BL 2.0.5.1 (0x02000501)

+ OS Version: 2.0.5

+ Build Date: Mar 16 2009 at 11:19:27

+ Copyright: Copyright (c) 2008-2009 N-Tron Corporation All rights reserved.
+

+ Processor: 66 MHz (66000000)

+ SDRAM Size: 16 MB

+ Flash Size: 8 MB

+ File System: 6422528 Bytes, 1432576 Free, 4989952 Used, 0 Bad

+ MAC Address: 00:07:af:fe:af:c0

+ IP Address: 192.168.1.201

+ Subnet Mask: 255.255.255.0

+ Gateway: 192.168.1.1

+

B s
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CHAPTER 5 CLI SYSTEM MANAGEMENT COMMANDS

These commands are used to set the system IP configuration mode, system
configuration, and monitor system errors.

Command Function

Syserr Show or clear the last system error.

Sysip Set or show system IP configuration mode, IP address, subnet mask and
gateway of this switch.

System Show or set System configuration

Network System This command is used to show or clear the last System Error.

Error
If the clear parameter is not specified, this command will display the last system error.

SYNTAX

syserr [clear]

PARAMETERS
Clear

Clear the last system error.

DEFAULT SETTING

None

EXAMPLE

[
N-TRON/Admin> syserr

Last System Error: None.

N-TRON/Admin> syserr clear
Last System Error: Cleared.

0 ®
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sysip This command is used to show or set the system IP configuration mode, IP address,
subnet mask, and gateway.

If no parameters are specified, this command will show the system IP addresses. A
static IP, subnet mask, or gateway can be set while in either DHCP or static
configuration mode as they will be used as the IP fallback when in DHCP mode. If the
Static IP is set to the default system IP address, IP fallback will not occur. All system
addresses must be formatted as: XXX.XXX.XXX.XXX.

SYNTAX

sysip [-c config_mode] [-i static_ip] [-s static_subnet_mask] [-g static_gateway]

PARAMETERS
-c config_mode
s(tatic) or d(hcp).
-i static_ip
Static IP address (for static config mode and IP fallback).
-s static_subnet_mask
Static sub net mask (for static config mode and IP fallback).
-g static_gateway

Static gateway address (for static config mode and IP fallback).

DEFAULT SETTING
None

EXAMPLE

N-TRON/Admin> sysip

IP Configuration Mode : Static

Static IP Address  : 192.168.1.225
Static subnet Mask :255.255.255.0
Static gateway :192.168.1.1

N-TRON/Admin> sysip -c dhcp

IP Configuration Mode : DHCP (has been changed)

Fallback IP Address : 192.168.1.225

Fallback Subnet Mask : 255.255.255.0

Fallback Gateway :192.168.1.1

Press <ENTER> to Save Changes and Restart the System Now
N-TRON/Admin> sysip -i 192.168.2.119 -s 255.255.252.0 -g 192.168.1.1
IP Configuration Mode : Static

Static IP Address  : 192.168.2.119 (has been changed)

Static Subnet Mask :255.255.252.0 (has been changed)
Static Gateway 1 192.168.1.1 (has been changed)

Press <ENTER> to Save Changes and Restart the System Now
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@ Note: If the mode is set to DHCP and IP fallback occurs, DHCP requests will stop.

If the mode is set to DHCP and the IP Configuration is retrieved from a
DHCP server, IP fallback will not occur, even if the lease is lost.

system This command is used to show or set System configuration.

If no parameters are specified, this command will show the System configuration
(same as -show parameter).

SYNTAX
system [-show] [-name label] [-browser state]
PARAMETERS
-show
Show configuration.
-name label
Set the switch name.
-browser state
Set the browser access status to e(nabled) or d(isabled)

DEFAULT SETTING
None

EXAMPLE

N-TRON/Admin> system —-name “Private switch” -browser disabled

IP Configuration : Static
Client ID (hex) :0007affbfa40 (7018 models only)

IP Address :192.168.1.201
Subnet Mask  : 255.255.255.0
Gateway :192.168.1.1

MAC Address : 00:07:af:fb:fa:40
System Up Time : 0 days, 17 hours, 10 mins, 56 secs

Name : Private switch
Contact . N-Tron Admin
Location : Mobile, AL 36609

Browser Access : Disabled

Changes have been made that have not been saved.

@ Note: A switch name may only contain alphanumeric, space, ', -, * ’, and ‘#
characters, and may not begin with a number, space, or underscore. A
name with embedded space characters must be enclosed in quotes.
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CHAPTER 6 CLI CONFIGURATION COMMANDS

This chapter describes the following configuration commands:

+  Configuration Device Operations

« Save or Reset Configuration Settings
+  Show, Add or Delete ARL Entires

»  Show or Set CIP™ Configuration

»  Show or Set IGMP Configuration

*  Show or Set Mirror Configuration

+ Show or Set N-Ring™ Configuration

+ Show or Set N-View™ Configuration

» Show or Set Port Configuration

»  Show or Set SNMP Configuration

CONFIGURATION DEVICE Use the cfgdev command to show, compare or erase information on the configuration
OPERATIONS device. This command is applicable only to models with configuration device
capability: 7010TX, 7012FX2, 7026TX, 709FX, 710FX2, 711FX3, 712FX4, 714FX6,
7506GX2 and 7900CPU.
SYNTAX
CfgDev info | format [-m model] | compare | erase
PARAMETERS

Info
Show information about the configuration device.
Compare
Compare the configuration of the switch to the configuration device.
Erase
Erase the switch configuration the configuration device.
DEFAULT SETTING
None
EXAMPLE
N-TRON/Factory> cfgdev info

Port A:  0xd080
Board ID: 0x0005 (5)

Configuration device information:
Name : SDS128M

J ®
N-Tron® Series 700/7000 Managed Industrial Ethernet Switch 6-121 red Ien

Software Manual



CLI Configuration Commands Revised 2019-01-23

Save or Reset Configuration Settings Drawing No. LP0985-A

Model 13

Version 01

Page Size : 200

Total Size 1127008768
Max Clock (Hz) :400000

Write Cycles (ns): 5000000
Flags : 0x00000001

N-TRON/Factory> cfgdev compare

Comparing switch configuration to the configuration device...
The configurations are different.

N-TRON/Factory> cfgdev erase
Erasing configuration device...

Configuration device erase completed.

SAVE OR RESET Use the config command to save or reset the configuration settings.

CONFIGURATION SETTINGS
SYNTAX

config -s[ave] | rleset]
PARAMETERS

-save
Save current running configuration settings.
-reset
Reset configuration settings to factory defaults.

DEFAULT SETTING
None
EXAMPLE
N-TRON/Admin> config save
Save Settings...
Settings have been saved.
N-TRON/Admin> config reset

Resetting to factory defaults...

Load factory default settings [y/n]?y

Keep IP, subnet mask, and gateway addresses [y/n]?y

Keep current user names and passwords [y/n]?y

J ®
red Ien 6-122 N-Tron® Series 700/7000 Managed Industrial Ethernet Switch

Software Manual



Revised 2019-01-23 CLI Configuration Commands

Drawing No. LP0985-A Show, Add or Delete ARL Entires

SHOW, ADD OR DELETE ARL Use the arl command to show, add or delete ARL entires. If no parameters are
ENTIRES specified, this command will show the ARL entries (same as -show parameter).

SYNTAX
arl -show | showmct | add mac port cpu static vid | del[ete] mac vid
PARAMETERS
-show
Show entire ARL table.
-showmct
Show entire ARL MCT (Multicast Index) table.
-add
Add MAC Address.
-mac
MAC Address.
-port
Port Number.
-cpu
1 = Send to CPU also.
-static
1 = This is a static address; 0 = Non-Static.
-vid
VLAN ID (0-4095).
DEFAULT SETTING
None
EXAMPLE
N-TRON/Admin> arl -show

No. Val Age Pri Mod Usr Sta VLAN MAC Port(s)

1711 00 0 1 100:07:af:ff:b8:00 CPU
210000 0 100:19:b9:03:aa:77 TX3

N-TRON/Admin> arl showmct
No. Idx Val Port Mask Port(s)

0 10x00000000 (None)
1 1 0x00000001 TX1

N-TRON/Admin> arl add 00:19:09:03:aa:793 0 1 1

N-TRON/Admin> arl del 00:19:b9:03:aa:79 1
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CLI Configuration Commands

Show or Set CIP™ Configuration

SHOW OR SET CIP™ Use the cip command to show or set the CIP configuration. If no parameters are
CONFIGURATION specified, this command will show the CIP configuration (same as -show parameter).

SYNTAX
cip [-e[nable] [-d[isable] [-show]
PARAMETERS
-Cip -show
Show CIP configuration.
-cip [-e[nable] [-d[isable]
Set the CIP status to e(nabled) or d(isabled).

DEFAULT SETTING

None

EXAMPLE

N-TRON/Admin> cip -show

CIP Configuration:

Status:
Ethlp Interval:
Cache Interval:

Enabled

10 ms
2000 ms

Identity Information:

Product Name:
Vendor:

Device Type:
Major Revision:
Minor Revision:
Serial Number:

N-TRON 708FX2
1006 (N-TRON)
0x0C (Communications Adapter)
1
1
OxAFFBF8FO

Connection Information:

Multicast Connections: 0
Unicast Connections: 0

N-TRON/Admin> cip -disable
Changing CIP configuration...

CIP Configuration:

Status:
Ethlp Interval:
Cache Interval:

Disabled

10 ms
2000 ms

Identity Information:

Product Name:
Vendor:

Device Type:
Major Revision:
Minor Revision:
Serial Number:

N-TRON 708FX2
1006 (N-TRON)
0x0C (Communications Adapter)
1
1
OxAFFBF8FO0

Connection Information:

Multicast Connections: 0
Unicast Connections: 0

N-TRON/Admin>
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SHOW OR SET IGMP  Use the IGMP command to show or set IGMP configuration. If no parameters are
CONFIGURATION specified, this command will show the IGMP configuration (same as -show

parameter).
SYNTAX
igmp [-show] [-status state]
PARAMETERS
-show
Show configuration.
-status state
Set the IGMP status to e(nabled) or d(isabled).

DEFAULT SETTING
None

EXAMPLE

N-TRON/Admin> igmp -show

IGMP Status : Enabled
IGMP Version 12
Query Mode . Auto

CIP Querier Status : 2, Active-Auto
Active Querier IP : 192.168.1.250
Router Mode : Auto

Manual Router Ports : (None)
IGMP Number of Groups : 1

IGMP Resource Usage % : 1

N-TRON/Admin> igmp —status disabled

IGMP Status : Disabled
IGMP Version 12
Query Mode . Auto

CIP Querier Status : 2, Active-Auto
Active Querier IP : 192.168.1.250
Router Mode : Auto

Manual Router Ports : (None)
IGMP Number of Groups : 1

IGMP Resource Usage % : 1
N-TRON/Admin>
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SHOW OR SET MIRROR  Use the mirror command to show or set Mirror configuration. If no parameters are
CONFIGURATION specified, this command will show the Mirror configuration (same as -show
parameter).

SYNTAX

mirror [-show] [-status state] [-dp portno] [-tx portlist] [-rx portlist]

PARAMETERS

-show
Show configuration.
-status state
Set the mirror status to e(nabled) or d(isabled).
-dp portno
Set the destination port number for mirrored frames.
-tx portlist
Set the source ports to mirror frames that are transmitted.
-rx portlist
Set the source ports to mirror frames that are received.

Note: The portlist parameter consists of port numbers and ranges, separated by
commas. It may not contain space characters. Use “all” to set all ports as
source ports, and use “none” to clear all ports from source ports.

DEFAULT SETTING

None

EXAMPLE

N-TRON/Admin> mirror -show

Mirror Status : Disabled
Destination Port : TX1

Tx Source Ports : (None)
Rx Source Ports : (None)

N-TRON/Admin> mirror —status enabled —dp 6 —tx 1,3-5 -rx 1,3,5
Mirror Status : Enabled

Destination Port : TX6

Tx Source Ports : TX1, TX3-TX5

Rx Source Ports : TX1, TX3, TX5

Changes have been made that have not been saved.
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SHOW OR SET N-RING™ Use the nring command to show or set N-Ring configuration. If no parameters are
CONFIGURATION specified, this command will show the N-Ring configuration (same as -show
parameter).
SYNTAX
nring [-show] [-mode d | a | m] [-ports set_id]
PARAMETERS

-show
Show configuration.
-mode

Set the N-Ring mode.
d = disabled, a = auto member, m = manager

-ports set_id
Set the ring ports for N-Ring manager mode.
Specify port set identifier or use “?” to list available port sets.

DEFAULT SETTING
None
EXAMPLE

N-TRON/Admin> nring -show

N-Ring Mode : Auto Member
Aging Time : 20

N-TRON/Admin> nring —ports ?
ID Port Set

1 TX1/TX2
2 TX7/TX8

N-TRON/Admin> nring -mode m —ports 2

Do you Want to Save Changes and Restart the System Now [y/n]?
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SHOW OR SET N-VIEW™ Use the nview command to show or set N-View configuration. If no parameters are
CONFIGURATION specified, this command will show the N-View configuration (same as -show
parameter).
SYNTAX
nview [-show] [-status state]
PARAMETERS
-show
Show configuration.
-status state
Set the N-View status to e(nabled) or d(isabled).

DEFAULT SETTING
None
EXAMPLE

N-TRON/Admin> nview -show

N-View Status : Enabled
N-View Interval : 5

N-TRON/Admin> nview —status disabled

N-View Status : Disabled
N-View Interval : 5

Changes have been made that have not been saved.
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SHOW OR SET PORT Use the port command to show or set a port configuration.

CONFIGURATION
SYNTAX
port [-show] [-admin state] [-sd auto | 10h | 10f | 100h | 100f | 1000h | 1000f]
[-flow state] [-fhp state] [-dp prio] [-dscp state] [-8021p state] [-pvid vid]
[-ual percent] [-uah percent] [-security state] portno
PARAMETERS
portno
Port number to configure or show. Specify “all” to show all ports.
-show
Show configuration.
-admin state
Set the admin status for the port to e(nabled) or d(isabled).
-sd
Set the speed and duplex mode for the port.
auto = enable auto-negotiation
-flow state
Set the flow control for the port to e(nabled) or d(isabled).
-fhp state
Set force high priority for the port to e(nabled) or d(isabled).
-dp
Set the default QOS priority for the port. The range is 0-7.
-dscp state
Set the DSCP Priority for the port to e(nabled) or d(isabled).
-8021p state
Set the 802.1p Priority for the port to e(nabled) or d(isabled).
-pvid
Set the VLAN ID for the port. The range is 1-4094.
-ual percent
Set the usage alarm low percentage. The range is 0-100.
-uah percent
Set the usage alarm high percentage. The range is 0-100.
-security state
Set the security status for all supported ports to e(nabled) or d(isabled).
DEFAULT SETTING

None
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EXAMPLE
N-TRON/Admin> port -sd 100f -flow enabled -dp 7 -pvid 2 5

Port Port Admin Link Auto Port Dupl Flow Force  Def Port
No Name Status Stat Nego Spd Mode Control HighPri Pri State PVID

5T X5 Enabled Down Disabled 100 Full Enabled Disabled 7 Disabled 2

Changes have been made that have not been saved.

SHOW OR SET SNMP  Use the SNMP command to show or set SNMP configuration. If no parameters are
CONFIGURATION specified, this command will show the SNMP configuration (same as -show

parameter).

SYNTAX

snmp [-show] [-ro name] [-rw name] [-trap hame] [-v number]
PARAMETERS

-show

Show configuration.
-ro name

Set the Authorized Community Name for SNMP Get requests.
-rw name

Set the Authorized Community Name for SNMP Set requests.
-trap name

Set the Authorized Community Name for SNMP Traps.
-v humber

Set the Version Number for SNMP Traps to either 1 or 2.
Note: The Community names may only contain alphanumeric, space, -, * ’, and

—

‘# characters, and may not begin with a number, space, or underscore. A
name with embedded space characters must be enclosed in quotes. The
maximum length is 15 characters.

DEFAULT SETTING
None
EXAMPLE

N-TRON/Admin> snmp -ro users

IP Address - Trap Stn.#1 : Value Not Configured
IP Address - Trap Stn.#2 : Value Not Configured
IP Address - Trap Stn.#3 : Value Not Configured
IP Address - Trap Stn.#4 : Value Not Configured
IP Address - Trap Stn.#5 : Value Not Configured
Read-Only Community Name : users
Read-Write Community Name : private

Trap Community Name : public

Changes have been made that have not been saved.
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CHAPTER 7  VLAN CONFIGURATION

This chapter includes the following VLAN configuration procedures and examples:

+ AddaVLAN

* Delete a VLAN

* VLAN Configuration Examples
* Port-Based VLAN

» Tagged VLAN (Tagged Only)

+ Tagged VLAN (All)

*  Hybrid VLAN

*  Overlapping VLAN

*  VLAN with Multicast Filtering

ApD/DELETE VLANS

ADD A VLAN This procedure is provided to guide you in adding a VLAN to your switch.

1. Navigate to the VLAN Configuration View screen (the factory default screen is
shown for a 7018 model).

VLAN Configuration View

Replace VID With Default Port VID

Perform Ingress Filtering

Discard Non-Tagged For Ports | (None)

TXI1, TX2, TX3, TX4, TX3, TX6, TXT, TX8, TX9, TX10, TX1, TX2, TX3, TX4, TX3, TX6, TX7, TX8, TX9, TX10,
TXi1, TX12, TX13, TX14, FX1, FX), GE1, GB2 TX11, TX12, TX13, TX14, FX1 FX2, GEl, GB2

2. Click the Modify button to add a new VLAN. The VLAN Configuration screen
appears.
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VLAN Configuration

Replace VID Tag With Default Port VID | [ |

Perform Ingress Filtering | ||

Orxi1 [COrxz [O1x3 [ClTx4
(x5 [J1x6 [J1x7 [JTX8
Discard Non-Tagged For Ports | [/TX9 [ITx10 [JTx11 [JTX12

[Crx13 [CJ1x14 [CJ1xX15 [ITX16

’ Select All ” Select None ]

Remove Ports From Default VLAN
When Added To Other VLLANs

3. Click Add in the VLAN Groups area of the VLAN Configuration screen. The
Tagged VLAN Group Configuration screen is displayed.
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Tagged VLAN Group Configuration

D
Name | \MNew VLAN

Allow Management [ |

Change PVID Of
Member Ports

Group Ports
01 | TX1 ]

02 | 1TX2

=0

03 | TX3

04 TE4

[<]

05 | TXS
06 | TX6
07 | TX7

08 | TXS8

17 | GB1

18 | GB2

4. Enter a numeric VLAN identifier in the ID field (required).

LIS EC 1R T 1 LTS TIRLTRET TR IRET TSR IR L SR I8 L IN(RC N (SR (R

2
] o

5. Enter a name for the new VLAN in the Name field.

@ Note: “N-Ring VLAN” is a reserved name with a special meaning and cannot be
used to name a newly added VLAN.

6. Click “Allow Management” box if desired.
Click “Change PVID of Member Ports” if desired.

8. Select the port(s) to include in the VLAN by clicking on the corresponding
check box in the “Group Member” column.

9. Select the port(s) in the VLAN to untag on egress by clicking on the
corresponding check box in the “Untag On Egress” column. Ethernet frames
that exit this port will not contain a VLAN field in them.

10. Click the “Update” button to add the VLAN or click the “Cancel” button to exit
without completing the VLAN add.
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11. The result of adding a VLAN is displayed in the VLAN Configuration View
screen. In the example provided, the New VLAN does not overlap the “Default
VLAN”.

VLAN Configuration View

Replace VID With Default Port VID

Perform Ingress Filtering

Discard Non-Tagged For Ports | (None)

Remove Ports From Default VLAN
‘When Added To Other VLANSs

0001 | Default VLAN | TXI1-TX2, TX5-TX16 | TX1-TX2, TX5-TX16

0002 New VLAN TX3-TX4 (None)

| Modify || Refresh |

NOTE: Changes have been made that have not been saved.

12. The ports of "New VLAN” (TX3, TX4 in this example) may be added back to
“Default VLAN” to create overlapping VLANSs.

VLAN Configuration View

Replace VID With Default Port VID

Perform Ingress Filtering

Discard Non-Tagged For Ports | (None)

Remove Ports From Default VLAN
‘When Added To Other VLANs

0001 | Default VLAN | TX1-TX16 | TX1-TX2, TX5-TX16

0002 New VLAN TX3-TX4 (None)

| Modify || Refresh |

Note: Notice the ports in “New VLAN” are not marked as “Untag on Egress” and
therefore ensure a VLAN tag is in each egressing Ethernet frame.

13. Save the new VLAN configuration of the switch by clicking on the saved link
and then the Save button in order for the new configuration to survive a
device power cycle.
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DELETE A VLAN 1. Navigate to the VLAN Configuration View screen and the Modify button.

VLAN Configuration

Replace VID Tag With Default Port VID [ ]

Perform Ingress Filtering [ |

O Ome O O
Oms Ome Om Oixs
Discard Non-TaggedForPorts | [ |Txe [JTx10 T T2
Oz O O O
Oee1  [ae2

0001 Default TX1, TX2, TX3, TX4, TX5, TX6, TXT, TX8, TX0, | TXI1, TX2, TX3, TX6, TX7, TX8, TX9, TX10,
VLAN TX10, TX11, TX12, TX13, TX14 FX1, FX2, GB1, TX11, TX12, TX13, TX14 FX1, FX2, GBI1,
GB2 GB2
0002 New TH3, T4 (Mone) -Delete
VLAN
Add

2. Click the Delete button corresponding to the VLAN you want to delete.

VLAN Configuration

Replace VID Tag With Default Port VID [ ]

Perform Ingress Filtering  []

Oma O Owc O
Oms Omxe Oz Orxe
Discard Non-Tagged For Ports | [ |Tx¢ [JTx10 T 112

O O O O

3

Windows Internet Explorer

9 YLAMID: 2
\.)

Are you sure you want to delete this YLAN?

L CK J [ Cancel

0001 Default TX1, TX2, TX3, TX4, TX5, TX6. TX7, TX8, TX9, | TX1, TX2, TX3, TX6, TX7. TX8, TX9, TX10,
VLAN TX10, TX11, TX12, TX13, TX14, FX1, FX2, GEl, TX11, TX12, TX13, TX14, FX1, FX2, GB1,
GE2 GEB2
0002 New TX3. TX4 (None) Delet
Add
3. Click OK in the confirmation pop-up screen to remove the selected VLAN or

Cancel.
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4. Save the new VLAN configuration of the switch by clicking on the saved link
and then the Save button for the new configuration to survive a device power
cycle.

VLAN Confiquration

Replace VID Tag With Default Port VID  []

Perform Ingress Filtering []

O O Omxs [rxe
O Omxe Orxr [1xs
Discard Non-Tagged For Ports [ T30 [Txi0 Tl [JTX12
Omis O O O

Oeer [ae2

0001 Default TX1, TX2, TX5, TX4, TX3, TX6, TXT, TXS, TX9, TX1, TX2, TX3, TX6, TX7, TXS, TX9, TXI10,
VLAN | TX10, TX11, TXI12, TX13, TX14, FX1. FX2, GB1. GB2 | TX11, TX12, TX13, TX14 FX1 FX2 GB1, GB2
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VLAN CONFIGURATION EXAMPLES

A VLAN is an administratively configured LAN segment that limits the traffic in multiple
broadcast domains. Instead of physically reconnecting a device to a different LAN,
network users can accomplish this task by configuring a VLAN compliant switch to
create logical network segments.

Tagged VLAN allows switch segmentation to span across multiple managed switches.
This type of VLAN is ideal for LANs that consist of various types of communication
groups such as Office LANs, Controls Systems, and IP Cameras. When used
properly, it will effectively isolate two or more groups from each other in a logical
manner. This means that Broadcast, Multicast, and Unicast frames in one VLAN will
not interfere with another isolated VLAN group.

The examples in this section are shown as configured on a 708TX switch, but other
700 Series and 7000 Series models may be configured similarly.

PORT - BASED VLAN Basic understanding of Port-Based VLANs

VLAN Configuration View Port Configuration View

Replace VID With Default Port VID 9

Perform Ingress Filtering 02 | TX2 2

Discard Non-Tagged For Ports | (None) 0B | TX3 1

04 TX4 1

06 | TX6 1

Default VLAN | TX3, TX4, TX3, TX6, TX7, TX8 | T3, TX4, TX3, TX6, TX7, TX8 o L

0002 VLAN-2 TX1, TX2 TX1, TX2 03 | Txs 1

Receiving Tagged VID Destination Transmitting

Notes

Port # in packet Address Port #s

TX1 Untagged MAC on port TX2 TX2 Unicast Traffic
TX1 Untagged Unknown MAC TX2 Floods VLAN 2
TX1 VID 4 MAC on port TX2 - Packet Discarded
TX3 Untagged MAC on port TX5 X5 Unicast Traffic
TX3 Untagged Unknown MAC TX4-TX8 Floods VLAN 1
TX3 VID 4 MAC on port TX6 -- Packet Discarded
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TAGGED VLAN (TAGGED Basic understanding of tagged VLANs (Admit - Tagged Only)
ONLY)

VLAN Configuration View Port Configuration View

Replace VID With Default Port VID . . .
TX1 1

Perform Ingress Filtering 01

Discard Non-Tagged For Ports  TXI1, TX2, TX3, TX3, TX6, TX7, TX8 02 | TX2 1
03 | TX3 1
Default VLAN | TX3, TX5, TX6, TX7, TX8 | (None) )T !
06 TX6 1

0002 VLAN-2 TX1, TX2 (None)
07 | TXT7 1
0003 VLAN-3 TX4 (None) 02 TXE 1

Receiving Tagged VID Destination Transmitting

Port # in packet Address Port #s

Untagged MAC on port TX2 Packet Discarded
TX1 VID 2 MAC on port TX2 TX2 Unicast Traffic
TX1 VID 4 MAC on port TX2 -- Packet Discarded
TX1 VID 2 MAC on port TX5 TX2 Floods VLAN 2
TX3 Untagged MAC on port TX1 -- Packet Discarded
TX3 VID 1 MAC on port TX6 TX6 Unicast Traffic
TX3 VID 1 Unknown MAC TX5-TX8 Floods VLAN 1
TX3 VID 4 MAC on port TX8 -- Packet Discarded
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TAGGED VLAN (ALL) Basic understanding of tagged VLANs (Admit - All)

VLAN Configuration View Port Configuration View

Replace VID With Default Port VID . . .
TX1 2

Perform Ingress Filtering a
[ ¥ 2
Discard Non-Tagged For Ports  (None)

03 TX3 1

04 | TX4 1

05 TX3 1

Default VLAN  TX3, TH4, TXS, TH6, TX7. TX8  (None) 06 | TX6 1

0002 VLAN-2 THL. TX2 (Mone) 07 | TX7 1
02 | TXE 1

Receiving Tagged VID Destination Transmitting
Port # in packet Address Port #s

™1 Untagged MAC on port TX2 TX2 Adds VID 2 to packet

™1 VID 2 MAC on port TX2 TX2 Unicast Traffic

TX1 VID 4 MAC on port TX2 -- Packet Discarded

TX1 VID 2 Unknown MAC TX2 Floods VLAN 2

TX3 Untagged Unknown MAC TX4-TX8 Adds VID 1 to packet &
Floods VLAN 1

TX3 VID 1 MAC on port TX6 TX6 Unicast Traffic

TX3 VID 1 Unknown MAC TX4-TX8 Floods VLAN 1

TX3 VID 4 MAC on port TX7 -- Packet Discarded
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HYBRID VLAN Basic understanding of Hybrid VLANs

VLAN Configuration View Port Configuration View

Replace VID With Default Port VID

0002 VLAN-2

Receiving

Tagged VID

Perform Ingress Filtering
Discard Nen-Tagged For Ports | (None)

Default VLAN | TX3, TX4, TX35, TX6, TX7, TXE

TH1, TX2, TXS5, TX4

Destination

T3, TX4, TX3, TX6, TXT, TX8

TX1, TX2

Transmitting

0 | TX1 2

02| TxX2 | 2
0B TX3 1
M4 TX4 | 1
05 TXS 1
06 | TX6 | 1
07 TXT | 1
08 TXS | 1

Port # in packet Address Port #s
TX1 Untagged MAC on port TX2 X2 Unicast Traffic
TX1 Untagged MAC on port TX3 TX3 Adds VID 2 in the packet
TX1 VID 4 MAC on port TX2 -- Packet Discarded
TX1 VID 4 MAC on port TX3 -- Packet Discarded
™1 VID 2 MAC on port TX2 TX2 Strips VID off packet
TX3 Untagged MAC on port TX6 TX6 Unicast Traffic
TX3 Untagged Unknown MAC TX4-TX8 Floods VLAN 1
TX3 VID 4 MAC on port TX5 -- Packet Discarded
TX3 VID 4 MAC on port TX4 -- Packet Discarded
TX3 VID 2 MAC on port TX4 TX4 Does not strip VID off

packet

TX3 VID 2 MAC on port TX1 TX1 Strips VID off packet
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OVERLAPPING VLAN Basic understanding of Overlapping VLANS.

VLAN Configuration View Port Configuration View

Perform Ingress Filiering

4

| Discard Non-Tagged For Ports  (None) 2 TR -
Hﬂ——ﬁ L
0001  Defauht VLAN M | TX4 3
Toom | viaMa mmmmmmmm mmmmmmmm 05 | TXS 3
0003 VLAN3 TX2, TX3, TX4, TXS, TX6, TX7, TXS TX2, TX3, TXS, TXS, TX6, TXT, TX8 06 | TX6 3
0004 VLANA X1, TX2 T, TX2 ; T=7 3
08 | TX8 3

Receiving Tagged VID Destination Transmitting
Port # in packet Address Port #s
™1 Untagged MAC on port TX2, TX2 Unicast Traffic
VID=4
™1 Untagged MAC on port TX3 TX2 Floods VLAN 4
X1 VID 4 MAC on port TX2, TX2 Strips VID off packet
VID=4
X1 VID 4 Unknown MAC X2 Strips VID off packet &
Floods VLAN 4
TX2 Untagged MAC on port TX1, TX1 Unicast Traffic
VID=2
X2 Untagged MAC on port TX5, X5 Unicast Traffic
VID=2
TX2 VID 2 or 3 MAC on port TX5, TX5 Strips VID off packet (or
VID=2 and 3 floods if MAC is
unknown for VID)
TX2 Untagged Unknown MAC TX1, TX3-TX8 Floods VLAN 2
TX3 Untagged MAC on port TX1, TX2, TX4-TX8 Floods VLAN 3
VID=3
TX3 Untagged MAC on port TX2, TX2 Unicast Traffic
VID=3
TX3 Untagged MAC on port TX5, TX5 Unicast Traffic
VID=3
TX3 VID2or 3 MAC on port TX2, TX2 Strips VID off packet (or
VID=2 and 3 floods if MAC is
unknown for VID)
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VLAN wWITH MULTICAST Basic understanding of VLANs with Multicast Filtering

FILTERING
Top of Form

VLAN Configuration View Port Configuration View

TX1

Perform Ingress Filiering

o 4

Discard Non-Tagged For Ports  (None)
| = n ™| 2
RIS 2 ™
0001 Defauht VLAN (None) (None) M | TX4 3
0002 | VLAN2 | TXITX2,TX3, TX4,TXS,TXS,TX7,TXS TX1, TX2 TX3, TX4, TXS, TN6, TX7, TXS 065 TS 3
0003 VLAN-3 TX2, TX3, TX4, TXS, TX6, TX7, TXS TX2, TX3, TX4, TXS, TX6, TX7, TX8 [ TX6 3
0004 VLANAS X1, TX2 TX1, TR2 v TXT 3
08 | TXE | 3

Bottom of Form

01:00:00:00:00:01 | TX1, TX2 TX3, TX4 TX5. TX6, TXT, TXS 2
01:00:00-00:00:02 TX1, TX6, TX8 3

Receiving Tagged VID Destination Transmitting
Port # in packet Address Port #s

Notes

X1 Untagged 01:00:00:00:00:01 | TX2 Goes to ports TX1-TX8,
but TX1 can only send
to TX2 (VLAN 4)

TX3 Untagged 01:00:00:00:00:02 | TX6, TX8 Goes to ports TX2,
TX6-TX8 (VLAN 3) but
filter keeps it on ports
TX6 and TX8 only

X2 Untagged 01:00:00:00:00:01 | TX1,TX3-TX8 Goes to ports TX1-TX8,
but won’t go back out
the port it came in on

TX2 Untagged 01:00:00:00:00:02 | TX1,TX3-TX8 Goes to ports TX1,TX3-
TX8

TX3 Untagged 01:00:00:00:00:01 | TX2, TX4-TX8 Goes to ports TX2,
TX4-TX8

TX6 Untagged 01:00:00:00:00:02 | TX8 Goes to port TX8

TX3 Untagged 01:00:00:00:00:02 | TX6, TX8 Goes to ports TX6 and
TX8

@ Note: If there are multiple ports on different VLANs, the 7018 will apply the static
multicast address to the lowest VLAN-ID that is associated with one of the
ports assigned to the static multicast address. If the lowest VLAN-ID con-
tains all the ports assigned to the static multicast address (an umbrella
VLAN), it will function for all those ports with no problems. This is achiev-
able with Overlapping VLANSs.

For further information and examples on Overlapping VLANSs, see:

http://www.redlion.net/overlappingportvian.pdf.
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